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Abstract—The lack of encryption and authentication mecha-
nisms in USB standards renders USB traffic susceptible to
sniffing attacks. This paper presents an initial effort to detect
USB bus sniffing through the development of a detection
system, SnoopDog. It does not require hardware redesign of
USB devices or modifications to the kernel or USB protocol
stack. The system utilizes a probe-and-detect strategy. The host
PC generates bait traffic with a dummy endpoint address.
While benign devices discard this traffic due to the address
mismatch, a sniffer captures the data, consequently emitting
responsive electromagnetic radiation (EMR). To determine
whether a USB device is a sniffer, SnoopDog calculates the
correlation between the bait traffic and the responsive EMR
signals captured near the target device. A high correlation
indicates the presence of a sniffer. Recognizing that sniffer’s
EMR signals can be weak, we introduce a novel temporal
folding scheme to improve the signal-to-noise ratio (SNR). To
evaluate the performance, we build a prototype of SnoopDog
and conduct comprehensive evaluations under a variety of set-
tings, where SnoopDog delivers a promising detection accuracy
with minor system overhead.

1. Introduction

Background. Universal Serial Bus (USB) is the de-facto
standard to connect computers with external peripherals,
such as storage devices, network devices, audio devices,
and hubs. According to a recent report, the USB devices
market is expected to reach $59 billion by 2027 with a
constant annual growth rate of 8.7% [81]. Over the past
few decades, USB has evolved into multiple generations
and versions and been adopted in a variety of devices and
systems. At the same time, however, manufacturers of many
end devices such as laptops have gradually reduced the
number of available USB ports [78], in favor of slimmer and
portable designs in recent years. Consequently, USB hubs
have surged in popularity, allowing end-users to connect
multiple USB devices of various types despite the limited
number of ports [80].

LThis work was completed when the author was a Ph.D. student at The
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2 Equal Contribution.

Due to the trust-by-default nature, USB innovation has
largely left security as an afterthought. Since USB de-
vices must be physically attached to a host terminal to
launch an attack, the USB Implementers Forum (USB-IF)
has mentioned that “consumers should only grant trusted
sources with access to their USB devices” [75]. It essentially
delegates the end-user with the responsibility of restricting
physical access rather than employing established security
mechanisms such as encryption. This presents a security
challenge since end-users often lack a comprehensive un-
derstanding of the technological risks involved [70]. Addi-
tionally, although USB requires physical access to launch
attacks, prior studies have shown very cost-effective ways
to motivate users to plug in USB devices to host terminals,
such as branding USB drives with a government logo [54]
and modifying their appearance as seemingly benign [33].

Motivation. As a result, there have been a multitude
of USB attacks. Among them off-path sniffing attacks have
been extensively exploited due to their low implementation
overhead. For USB 1.x and 2.0 standards, downstream traffic
is broadcast on the hub, making it observable for all devices
on hub ports. It leaves room for sniffers to eavesdrop on
all downstream communications carried over the same hub.
Although the downstream traffic becomes unicast in USB
3.x and later versions, they are not immune from sniffing
attacks. The vulnerability still exists when USB devices and
hubs in different protocol versions are interconnected, due
to the USB protocol’s backward compatibility [19], [47].

To defend against such attacks, prior works [6], [47]
suggested encrypting USB traffic. Oberg et al. [51] proposed
using the unicast channel to replace the traditional broadcast
channel on the USB bus. Recently, Dumitru et al. [18] built
a USB Proxy prototype that acts as an intermediary be-
tween the host PC and USB devices, with multiple security
functions implemented to resist USB bus sniffing. However,
these approaches either require modifications of the kernel
and USB protocol stack [6], [47], hardware redesign of USB
devices [51], or are limited to supporting a narrow range
of peripherals like mice and keyboards [18]. Additionally,
while the existing strategies focus on proactively preventing
sniffing attacks, we are interested in their detection, which
has not been investigated before.

Our approach. In this paper, we explore a novel side



channel to detect USB bus sniffers. Our key insight is that
sniffers, like any other electronic devices, inevitably emit
electromagnetic radiation (EMR) to the environment while
being active, for example, when snooping data from the
USB bus. We adopt a probe-and-detect strategy. The host
PC generates some “bait” traffic following a certain pattern,
where the packets are embedded with a dummy address. As
the sniffer copies the bait traffic, it is expected to produce
responsive EMR signals that mirror the bait pattern. Benign
devices, on the other hand, do not exhibit such a pattern
since they would discard a packet once noticing an address
mismatch. By leveraging the distinctive pattern of the EMR
signals produced in response to the bait traffic, we can
effectively identify the presence of a USB sniffer.

Despite the promising idea, we are still faced with the
following challenges. Firstly, intelligent sniffers may per-
form analysis of the traffic seen on the bus to recognize any
suspicious bait traffic and then employ appropriate counter-
measures to avoid being detected. Secondly, an attacker may
apply metal casing or shielding to reduce EMR emanation.
It may impact the detection accuracy consequently. Finally,
as the hardware components across sniffers are diverse due
to manufacturers’ choices, so are the corresponding EMR
frequency characteristics. Hence, the traditional spectrum
analysis techniques for device fingerprinting are not suited
in our case.

To tackle the first challenge, we perform statistical anal-
ysis to characterize the pattern of common USB traffic types.
We propose to generate bait traffic mimicking common USB
application traffic. Hence, the bait traffic will appear normal
from the sniffer’s perspective. To counteract the second
challenge, we propose a novel temporal folding scheme to
boost the signal-noise ratio (SNR) of the EMR signal by
aggregating multiple EMR segments. Lastly, we observe that
the sniffer’s responsive EMR aligns well with bait traffic
in timing. We thus compare the correlation of these two
temporal sequences to decide if a target device is a sniffer.

Our contributions. In this paper, we develop a detection
system called SnoopDog to monitor USB bus sniffers. It
consists of two components: software at the host PC to gen-
erate bait traffic and a detector to capture and analyze EMR
emitted from the target device. To evaluate its performance,
we build a prototype, with the detector mainly composed
of a software-defined radio (SDR), an MCU, and a near-
field probe. We conduct evaluations on 20 hubs, 12 USB
devices, and 4 sniffers with diverse sizes, configurations,
and USB standard versions, from various manufacturers.
The evaluations consider a variety of settings, such as attack
configurations, and impact factors. We also fine-tune the
system parameters of SnoopDog to explore its optimum
performance as well as benchmark its system overhead.
Our results show that SnoopDog’s performance is robust
across a variety of sniffers, hubs, USB devices, and attack
configurations. It achieves a detection accuracy of 100%
when the measurement distance is within 3 cm, which is
necessary to pinpoint a sniffer among multiple USB devices.

The contributions of this work are summarized as fol-
lows:
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Figure 1: USB downstream communication data flow.

This work presents the first attempt to detect USB
sniffing attacks. We develop a detection system
SnoopDog that works in a plug-and-play manner: It
does not require hardware redesign of USB devices
or modifications to the kernel or USB protocol stack.
From the technical aspect, SnoopDog exploits time-
domain patterns in the EMR to detect USB sniffers,
instead of frequency-domain fingerprinting com-
monly used in existing EMR-based device recog-
nition. Furthermore, we propose a novel temporal
folding scheme to enhance EMR signal quality.
We build a proof-of-concept prototype of SnoopDog.
Comprehensive evaluations are conducted to evalu-
ate its performance. It delivers promising detection
accuracy.

2. Background

2.1. USB Downstream Communications

The USB communication process is established to allow
a host to communicate with a connected USB device effec-
tively. As a USB device is plugged into the USB port, the
device and host undergo an enumeration stage, from which
the host assigns a unique address to the device. After this,
when the host intends to transfer files to the USB device, it
first sends a roken packet, indicating the type of transaction.
Token packets are embedded with the intended USB device
address. According to the USB standard, devices must only
process and respond to tokens addressed to them while
ignoring others. This is closely followed by the flow of data
packets. This means that only the intended device would
receive the data packets, while the others would ignore the
data packets that are not addressed to them.

On the receiver side, the incoming data are first captured
by the USB transceiver (TxR) and then transferred to the
endpoint controller (EPC), where they are validated for
the address and decoded. If the address embedded in the
packet matches the device’s assigned address, the packet is
transferred to the next block in the pipeline, e.g., RAM;
otherwise, the packet is discarded from the cache by the
controller. The final destination of incoming packets may
be a storage module, a network connector, an audio card,
or a printer, depending on the respective downstream task
[29], [73]. The entire process is depicted in Figure 1.

RAM, or an equivalent component, is not mandatory in
simpler USB devices such as keyboards and mice. However,
it is commonly found in more sophisticated USB devices
that require rapid data processing, storage capabilities, or



real-time task management. For a USB sniffer, RAM isnumerous scenarios susceptible to snif ng attack$his
crucial for effectively capturing data traf c across a wide happens when USB devices/hubs in different protocol ver-
range of data rates on the bus. sions are interconnected. For instance, if a USB 2.0 ash
drive is connected to a USB 3.x hub, then the downstream
2.2. USB Downstream Communications Involving trafc to the ash drive would still be broadcast [19], [47].
USB Hubs This is because USB 3.x hubs incorporate USB 2.0 data
lanes in parallel with USB 3.x hardware to ensure back-
To expand the number of USB ports available, USB hub ward compatibility. When a USB 2.0 device is connected
can b Inked n & Chan,with up o ve hubs n sequence: 2,558 5 10, e USD 20 Gt fanes o actuato
This setup allows for the support of up to 127 devices in : " .
total. traf c becomes broadcast.even though_ it is carried through
a USB 3.x hub. In Appendix A, we provide a more thorough

Traf ¢ forwarding characteristics of USB hubs. When investigation regarding the scenarios susceptible to snif n
the hub is in USB 1.x or 2.0 standard, the downstream 9 9 9 P 9

trafc is broadcast i.e., the trafc is forwarded to all the attacks. Generally, a victim device is vulnerable to snif ng

attacks as long as any entity, including the hubs and the
downstream ports of the hub [13]-[15]. Hence, although the . .~ ) .
traf ¢ is meant for one speci ¢ device, all devices on the victim itself, in the downstream traf ¢ chain adopts USB 2.0

. : or earlier. Here, a “chain” starts from the host PC and ends
hub receive a copy of the traf c. However, only the intended %t the victim device. In summarSB snif ng will remain

recipient, whose address matches the traf c's encapsulate critical problem for manv vears due to the coexistence
address, processes it further while the other devices disca pr¢ . Yy . . o
of USB devices of different protocol versions in daily life

the packet at the EPC module. For a hub in USB 3.x or It is worth mentioning theon-path snif ng attack[17],

later versions (e.g., USB4), the downstream traf ¢ becomeT38], where the sniffer resides in between the host and the

unicast [27], [28], [74]. Upon receiving a packet from ' ~: ) . . X
the hosE t%e[hu]b [exa]mings the addregss er%bedded in tyictim device to listen to traf ¢ in both ways. This attack
! tgpmally requires modi cations to a USB port or a hub,

packet header. Then the packet is forwarded to the intende

downstream port. This is made possible by the dedicateExer.1fderlng I rl?uhch Ie_ss ;I)racltlcal to Iaulr_1c_h than dﬂfe%ath
super-speed pins/data lines present in hardware. snifng attack that simply plugs a malicious USB device

Form factors of USE hubs, USE hubs have both 162 10 ot WTIe Bhe ok prmarly coneeniaes o
embedded and external forms. The former, or called US P 9 ’ pLog y app

bus, is integrated directly into a PC. They provide multiple 0 on-path snifng. This is because SnoopDog monitors the

USB ports while being part of the PC's internal hardware..E'vIR response to bait traf ¢ for sniffer detection, which is

The latter is a standalone device that connects to a singl'ére":’pect've of sniffer's attack path.

USB port on a host, offering additional ports externally.

Despite these physical differences, the underlying functiong@-4. Threat Model

and protocols of both forms are fundamentally the same as

long as they adopt the same standard. It is worth mentioning Attack model. We consider off-path snif ng attacks
theroot huh which distinguishes itself from the regular hubs described in 82.3; the victim device's downstream traf ¢ is
discussed above. As an integral part of the host PC, theroadcast in the USB bus to which the attacker has physical
root hub operates in accordance with the Extensible Hosccess. The sniffer's primary goal is to copy downstream
Controller Interface for USB (xHCI) speci cation [31]. The trafc seen on the bus. The sniffer can perform basic traf ¢
presence of the root hub alters the nature of the downstreafigttern analysis to recognize any suspicious bait traf c. It
traf ¢ (unicast or broadcast) based on the connected device'®ay also adopt strategic snif ng to avoid being detected.
requested USB version. For instance, rather than copying all data packets from the
bus, it might perform selective or random eavesdropping to
reduce its detectability. Meanwhile, for a sniffer to carry out
a successful attack, it should remain active for a meaningful
time duration [47]. The detection of sniffers that are entirely

._in an inactive state is out of the scope of this work.
For USB 1.x and 2.0 standards, downstream trafC iS " g i |tration vector for the sniffer into the USB hub

broadcast on the hub, making it observable for all devices ogy g multiple forms. One feasible method is to integrate the
hub ports [19], [47]. It leaves room for sniffers to €avesdropgyiffar module within normal-looking USB devices, such as
on all downstream communications carried over the same;gg lamps, fans, laptop cooling pads, and ash drives [63].
hub. Even worse, as L.JSB traf  is not enprypte_:d by default, tase devices are often produced by manufacturers without
the data is readily available to the sniffer in plaintext format.brand recognition. Users may unknowingly purchase them
e o gy _fom onine marets [, 0] (72, 821, ik hem up i
i ; : ublic spaces, or receive them as freebies [12], [76].

recognized by the community [6], [19], [37], [48], [63], [69]. " P [12], [76]

AlthOUQh later versions (e.g., USB 3.x and USB‘}) «. For the rest of the paper, we use the term snif ng attack to refer to
adopt a unicast downstream traf c model, there are still off-path snif ng attack for expression simplicity without causing confusion.

2.3. Snif ng Attacks on USB Downstream Commu-
nications



are connected to a USB hub that is further connected to a
host PC (Figure 14 in Appendix B). Following prior work
[47], we employ the Beagle USB 480 protocol analyzer
[71] as the sniffer. USB protocol analyzers are commonly
used as sniffers due to their capabilities for real-time packet
capturing and decoding directly from the USB bus. These
functions mirror those typically found in a USB sniffer. The
host is programmed to generate bait downstream traf c,
where the packets are embedded with a dummy endpoint
(a) Characteristics of sniffer's EMR signals. Left: Bait traf c. 3(jsdée§§\',i(|:2 ?htgte zsvn%rtd&;giiatl)l?ltp:reifecntIST%%dIrEehstegig;[(r)la?
Middle: Spectrogram of EMR signals. Right: Time-domain EMR . . t -
signals. collection and analysis are performed using a Tektronix
MDO34 oscilloscope.
Results.Figure 2a exhibits the characteristics of sniffer's
EMR signals under bait traf c. It is observed that these two
align well in timing; that is, the EMR real-time amplitude
positively correlates with the instant rate of bait traf c. This
is caused by sniffer's behavior in copying bait packets from
the USB bus. As the circuit is active (i.e., copying data), it
emits EMR to the environment. As a comparison, we also
show in Figure 2b the characteristics of EMR signals of the
benign device under the same bait trafc. The measured
(b) Chargcteristics of benign device's EMR signa]s. Left.: Bait EMR is much weaker without any recognizable pattern
trafc. Middle: Spectrogram of EMR signals. Right: Time-  ya|ated to the bait traf c. This is because the benign device
domain EMR signals. simply discards a bait packet once noticing an unmatched
Figure 2: The result demonstrates that the sniffer's EMRaddress. We are thus motivated to leverage the distinctive
correlates with the bait traf ¢ in timing. On the other hand, pattern in EMR between the sniffer and benign device to
such a phenomenon is not observed for the benign devicedecide if a target device is a sniffer.

. . . . . 3.2. Sources of EMR
Detection model.SnoopDog aims to identify USB snif-

knowledge about the sniffer's type or hardware speci ca-frequencies is its RAM's operational frequenty. As dis-
tions. The detector is implemented as a portable devicgyssed in §2.1, the sniffer continuously captures and writes
so that users can move around while scanning for EMRyata from the USB bus to its RAM, even those not intended
emanations from target devices. As the detector is built withor jt. Meanwhile, the non-ideal and non-linear circuits in
a near- eld probe, a user needs to place the probe close e sniffer generate harmonics at the f. frequencies,
each target device to pick up meaningful EMR measures fofyheren is an integer. As shown in Figure 15a and 15b in
detection. SnoopDog is designed as a user-initiated detectiqmppendix B, the fundamental carrier frequerfyis 187.5
tool. It allows users to perform detection at their discretion,\jHz, which matches the RAM's programmed operational
or once in a while as needed. In practice, the USB bus maynalyzer) [30]. In addition, its harmonics are found at 375

be shared by other ongoing USB services, such as le transyHz, 562.5 MHz, , following the expression ofi  fe.
fer, video/audio streaming, and command communications  Aside from RAM, a sniffer is typically composed of

with peripheral devices. SnoopDog is designed to operatgxRr, EPC, and other peripheral hardware (Figure 1), which

concurrently with these USB services. also generate carrier frequencies. In the expeirment, we
o ) detect the following frequency components: 24 MHz, 60
3. Preliminaries of EMR from Sniffers MHz, and 125 MHz, which correspond to the clock fre-

quencies of the external on-board oscillator, TxR internal
This section studies the characteristics of sniffer's EMR.reference clock, and EPC, respectively. (A more detailed
Additionally, it identi es the speci ¢ circuit modules gener- frequency analysis is given in Appendix B.) The sources
ating EMR. The results motivate the design of SnoopDog.are con rmed by comparing experimental measures with the
numbers provided in the related datasheets [20], [30], [43],
3.1. Characteristics of EMR [61].
Due to the small size of USB devices (including snif-
Experimental setting. To demonstrate the characteris- fers), several circuit modules reside on the same PCB sub-
tics of EMR signals from the sniffer, we consider a basicstrate in practice. As a result, it gives rise to the effect of
experimental setup where a sniffer and a benign USB devicearrier inter-modulation & coupling11], [42]. It generates



Figure 3: To determine whether a target USB device is a

sniffer, SnoopDog examines the correlation between two (a) File transfer (b) Audio streaming
temporal sequences: the bait traf c generated by the host

PC and the responsive EMR signals captured near the target

device. A high correlation between these two sequences

indicates the presence of a sniffer.

additional signals or frequencies. This is represented as (c) Video streaming (d) Online activity
f=ng faatny feot  + ng e, wheref o represents
the carrier frequency from thketh circuit module, andy
is its integer coef cient. Consequentlihe sniffer's EMR
spreads across a wide frequency band from MHz 10 GHZ 14 the detector for temporal sequence analysis. The high-
In the meantime, the signal is continuously attenuated ag,q| design idea of SnoopDog is presented in Figure 3.
higher frequencies. ) _ In the following, we elaborate on the design details of the
Discussions Our analysis reveals that EMR signals arepost pC and detector in §4.1 and §4.2, respectively. Realiz-
emitted from various circuit modules within the sniffer, ing sniffers may applghieldingto reduce EMR emanations

compounded by circuit non-linearity and inter-modulation & g4 3 fyrther develops a novel temporal folding scheme to
coupling effects. As a result, sniffer's EMR spectral compo-snhance EMR signals.

nents are fairly complex, consisting of fundamental carrier

frequencies, their harmonics, and even their combinations4_l_ Bait Traf ¢ Design at the Host PC

This complexity renders their characterization challenging.

There are existing works utilizing frequency-domain charac-  gpe of the primary design considerations of the bait
teristics of EMR for device recognition (e.g., [9], [55], [59], traf ¢ is that it should appear “normal” to the sniffer; that is,
[84]). They assume that the target device’s EMR frequencyt should look like regular USB traf ¢ as much as possible.
composites or patterns are knoampriori. Apparently, these  Thjs is because intelligent sniffers may perform traf ¢ anal-
approaches are not suited here. Fortunately, as demons’[ratygS and employ countermeasures when necessary. To avoid
in 83.1, sniffers exhibit unique patterns in their EMR in the being recognized as purposely designed traf ¢, we propose

time domain. Thereforaye propose to explore the temporal tg create the bait traf ¢ in a way that mimics commonly
characteristics, instead of the spectral ones, in the EMR geen trafc on a USB bus.

Figure 4: Traf c patterns of four common USB applications.

for sniffer detection We rst perform a series of experiments to characterize
_ the pattern of USB traf c generated by various applications.
4. SnoopDog Design Four common USB applications are considerésitransfer,

audio streamingvideo streamingandonline activity Note

Overview. SnoopDog consists of two main components:that the bait traf ¢ is not restricted to these four types but
software on the host PC and a front-end detector. Thean be of arbitrary format and transfer mode theoretically.
software is designed to send downstream bait traf ¢ to theFile transfer traf c is generated by initiating le copy oper-
USB bus in a specic pattern, embedding these packetstions from the host to the connected ash drive. For audio
with a dummy endpoint address. Benign USB devices willstreaming, the host streams music to an external speaker via
discard these packets upon detecting the address mismatahUSB port. For video streaming, the host is connected to
in their cache. Conversely, a sniffer copies all trafc to an external monitor through a USB-to-VGA adapter [62].
its RAM, thereby generating responsive EMR signals thafor online activity, the host uses a USB network adapter
closely mirror the bait traf ¢ pattern, as analyzed in 83.1.to continuously sync a le with a cloud platform. Figure
To determine whether a target USB device is a sniffer, wet shows traf ¢ instances of all four applications. Their
examine the correlation between two temporal sequencegpatterns are diverse. For example, le transfer and video
the bait traf c generated by the host PC and the responsivetreaming exhibit relatively signi cant variations in data
EMR signals captured near the target device. A high correrates, whereas audio streaming tends to be stable. To better
lation between these two sequences indicates the presenclearacterize these patterns, we perform a statistical analysis
of a sniffer. The functions of EMR measurement, signalof key transmission metrics. The analysis provides valuable
processing, and temporal sequence comparison are all iguidance for selecting appropriate parameters for the bait
tegrated into the detector; its prototyping details will betrafc. Specically, we examine metrics such gsackets
presented in 85. The detector is connected to the host via@er microframe packet size queue time service latency
USB port, which facilitates communication between the twoand throughput Their de nitions and analysis are given in
components, speci cally, transmitting the bait traf ¢ pattern Appendix C. We propose to pick the bait traf c parameters



from their feasible range. (See details in Table 8.) Theset t to 100 ms. The remaining task is to set a proper value
parameter settings remain xed within a single detection . To this end, we propose to perform a baseline measure-
round. They can vary across multiple detection instances tment of the background noise when there is no active bait

better re ect traf ¢ dynamics in real-world scenarios. traf c. Speci cally, we calculate its average and standard
deviation . Then, we set = +2 , 2 standard deviations
4.2. Design at the Detector above the average background noise baseline. Next, we

adopt a similar approach to extract the other binary sequence

Signal acquisition bandwidth consideration.Accord- S, from the bait traf c. Likewise, we divide the bait traf c
ing to the analysis (83.2 and Appendix B), sniffer EMR into equal time intervals t. Then, we assign 1 to an interval
spreads across a wide spectrum from MHz to GHz due tdf its instant data rate is above a threshold and O otherwise.
circuit non-linearity and coupling effects. We thus propose
to collect EMR from any sub-band of reasonable bandwidth Lastly, by comparing the
(e.g., a couple of hundred MHz) within this range. Thistwo sequencesS. and Sy,
approach is different from existing works on EMR-based de-SnoopDog veri es the pres-
vice recognition (e.g., [9], [55], [59], [84]), where receivers ence of a sniffer. If both se-
have to tune to speci ¢ frequencies for signal pickup. SuchquencesS, andS, match well,
methods utilize EMR frequency-domain characteristics forthe target device is detected
device ngerprinting. Hence, they require the target device'sas a sniffer; otherwise, it is
EMR frequency composites or patterns to be knawpiori, not. To this end, the classic
unlike our scheme. dynamic time warping (DTW) ) .

The implementation of the front-end detector utilizes ais applied. Once the detection Figure 6:  Generating
software-de ned radio (SDR) to sweep across the targeis positive, SnoopDog triggers €mporal sequenceSe
frequency band for signal acquisition. A key design con-a warning to the end-user for fom the  processed
sideration is to balance signal acquisition ef ciency andtheir appropriate further ac- EMR.
accuracy: a wider scanning range captures more of th#on. There are several classic
sniffer's spectral components but increases scanning timgpproaches to quantify the cor-
while a narrower range improves ef ciency at the potentialrelation between two sequences, includigarson corre-
cost of missing some components. The speci ¢ parametelation, Minkowski distanceand cosine similarity Through
settings will be presented in §5. testing, DTW outperforms the other three in our case. The

Denoising. Upon the capturing of raw EMR signals, evaluation details will be presented in §5.4.
it is crucial to eliminate unwanted noise via denoising.  Detection of strategic sniffers. Sniffers may adopt
Generally, this noise originates from two primary sources:strategic tactics when launching attacks. For example, rather
nearby electronic devices (e.g., trackpads, keyboards, spedkian copying all data packets from the bus, they may selec-
ers, the host PC, and smartphones) and circuit moduletively copy traf ¢ fragments or perform sporadic eavesdrop-
within the sniffer itself (e.g., TxR, EPC, and oscillators). ping. This part discusses how to deal with strategic sniffers.
To remove them, we rst apply the fast Fourier transform First of all, as long as a sniffer copies data, it inevitably
(FFT) to convert the time-series EMR raw readings intoemits unintentional EMR within the transmission duration
its frequency-domain representation. Then a bandstop Iteof the bait traf ¢, a behavior not present in benign devices.
is employed to remove the noise at specic frequenciesHowever, the responsive EMR measured near the strategic
This idea is faced with a challenge: As the detector hasniffer would not follow the bait traf ¢ in timing perfectly.
no prior knowledge of the background environment or theLuckily, DTW bears the necessary exibility in quantifying
sniffer, it is unaware of the frequencies where the unwantedhe correlation between two sequences even though they
noises reside. To overcome this, we propose to perform are not perfectly aligned. Nonetheless, timing misalignment
baseline measurement of the noise. Speci cally, we measurean reduce the accuracy of correlation calculations, and thus
the EMR around the target device when it is in standby modémpact detection. To mitigate this, we propose adopting an
(i.e., without bait traf c). The measurement then capturesextended observation window to collect additional EMR
the noise. Through spectrum analysis, we can easily deriveamples for decision-making. The increased sample size
its frequency components. The baseline measurement &nhances the detector's ability to identify snif ng activities
performed for each new detection instance to cope witlihat shorter windows might miss. The detection performance
dynamic environments. against strategic sniffers will be discussed in 85.2.

Sniffer detection. The idea is to compare the correlation
of two-source temporal sequences: the processed EMR si¢.3. EMR Enhancement via Temporal Folding
nal and bait traf c. We rst extract the former. Speci cally,
the time horizon is divided into xed-length time intervalt 84.1 and 84.2 present the basic modules of SnoopDog.
as shown in Figure 6. If its instant value withirt is larger  In practice, the sniffer's circuit is concealed inside an en-
than a threshold, it is labeled as 1; otherwise, it is labeled closure. Some of them may even applyieldingto reduce
as 0. The derived time-series binary sequence is denoted #s% EMR emanations. Hence, EMR from sniffers can be
Se, Where the subscript stands for EMR. We empirically weak. To address this issue, we further develop a novel



(a) (b)

Figure 5: (a) lllustration of the proposed temporal folding. Since the detector knows where the intentionally embedded
segments are, it can selectively extract these segments from the received signal and aggregate them in the time domain. (b)
Folding effect. Left: Before folding. Right: After folding.

signal folding scheme to enhance the EMR signal qualityconsisting of a near- eld probe [64], an RTL-SDR software-
at the detector. de ned radio device [3], an RPi 4B [56], and a battery [2], as

The topic of enhancing the signal strength of a radiatingshown in Figure 7. The RTL-SDR is able to receive EMR
target has been studied for a while. To pick up weak signalsignals at the frequency range of 24 MHz to 1766 MHz,
from background noise, one classic approach is to group anghich overlaps the spectrum of interest here, i.e., from MHz
sum the energy of small signal components in the frequencyo GHz. Its antenna pin is connected with a Tekbox NF
domain, i.e., harmonic frequencies that periodically appeaprobe [64]. In our implementation, the RTL-SDR is set to
across a wide spectrum. This technique is calipdctrum  sweep across the frequency spectrum between 100-200 MHz
folding and adopted by recent works on EM/RF-based defor signal acquisition to balance acquisition ef ciency and
vice detection. However, this technique is unsuited hereaccuracy. Note that the scanning frequency range does not
as sniffer's EMR spectral components are fairly complexhave to x at 100-200 MHz. The sniffer EMR is detectable
(83.2). Recognizing the harmonic frequencies is challengingt any sub-band of a couple of hundred MHz within the
in the rst place. Instead, we propose to “fold” the signal MHz-GHz frequency range according to the analysis. After
in the time domain. captured by the probe, the EMR signals are digitized by the

To facilitate the proposed temporal folding, we slightly SDR and transmitted to the RPi for further processing and
modify the bait trafc by inserting some repeated “seg- analysis. The RPi serves as the detector's MCU, where the
ments” at random times during the bait traf c stream. A detection decision is made. This prototype has a compact
segment is a small burst of traf c that appears like thedimension of 16 cm 6 cm, rendering it portable for users
rest part of the bait traf c. As the segments only take ato perform detection.
small portion (e.g., 1%) of the entire bait traf c, it is barely Software development.We utilize Dell Precision 3260
noticeable by the sniffer. tower as the host PC, which is equipped with an Intel Core

Denote the segment duration & Then the respon- i9 processor and 32GB RAM, running Ubuntu 20 LTS. The
sive EMR from the sniffer should include signal segmentshost PC is installed with a Python script to manage the
of the same duratiofl. Since the detector knows where bait traf ¢ generation. The bait traf ¢ is designed to mimic
these segments are, it can selectively extract these segmenisrmal USB le transfer, following the statistical analysis
from the received signal. Our proposed temporal foldingin Appendix C. To enable the host PC to transmit the bait
is to aggregatd EMR segments by adding them together: traf ¢ pattern to the detector for temporal sequence analysis,
Xfold (1) = Ezol x(t+ nT), wherex(t) is the instant EMR  these two are connected via a USB port.
segment measurement at timexsoq (t) is the aggregated
signal via temporal foldingN is the number of segments 5.1. Experimental Setup and Devices
over which the signal is folded. Figure 5a illustrates our idea.

Figure 5b further shows its effect. Apparently, the EMR  Experimental setting. The basic experimental setup for
signal strength is greatly enhanced via our folding schemegvaluation is shown in Figure 7. The host PC is extended
whereas the background noise is not. This is because theith a USB hub that is further connected to USB device(s)
noise, being random and uncorrelated from one segment @nd a sniffer. Our goal is to evaluate the performance of
another, tends to cancel each other, while the EMR segme&noopDog in recognizing benign USB devices and sniffers
measures, being well aligned, are added up by aggregatingnder various settings and environmental conditions. Unless
over multiple of them. otherwise speci ed, the results are obtained under optimal
system parameter settings, with the probe positioned directly
5. Prototype Implementation and Evaluation adjr;cent ':‘(f) the target device and without shielding applied
to the sniffer.

The implementation effort of SnoopDog consists of two ~ USB devices, hubs, and sniffersA total of 20 USB
parts: building the hardware detector and developing softhubs are selected for evaluation, taking into account various
ware at the host PC. factors such as supported USB versions, port types, brands,

Detector prototyping. To facilitate the acquisition of and form factors. Additionally, we test 12 USB devices,
EMR signals near the target device, we build a detectoincluding ash drives, network adapters, and sound adapters.



TABLE 1: Detection performance against different snifABLE 2: Detection performance in different connection con-

fers. gurations discussed in Appendix A.

# Metric TPR(%) TNR(%) Acc.(%) Pre.(%) SNR(dB) Case 1 (Figure 11) Case 2 (Figure 12)

1  Cynthion 100 100 100 100 5.10 Conf. 1 2 3 4 1 2 3 4 5 6 7 8
D e 10 10 100 100 o4 TPR(%) 100 100 100 - 100 100 100 100 100 100 100 -
4 Openvizsla 100 100 100 100 253 TNR(%) 100 100 100 - 100 100 100 100 100 100 100 -

knowledge regarding sniffer's EMR spectral characteristics
or frequency components. This is because SnoopDog utilizes
the temporal patterns in sniffer's EMR for the detection.

TABLE 3: List of USB hubs tested and the detection per-
formance. : Hubs in USB 2.0#: Hubs in USB 3.x;&:
Hubs with both 2.0 and 3.x ports.

Acc. TPR TNR

#  Hub name Ports (%) (%) (%)

1 Acer USB ODK350 100 100 100

. . . . 2 Acer USB-C ODK360 # 100 100 100
Figure 7: Left: Experimental setup for evaluation. Right: 3 amazonBasics U3-10HUB & 100 100 100
Detector prototyping. 4  AmazonBasics HU2W70E1 100 100 100
5  Anker 332 # 100 100 100

6  Anker A7515 # 100 100 100

Four different sniffers are evaluated: Cynthion [21], the ; Eﬁ'l')"rgnfg%()é‘ém 188 188 188
Beagle 480 USB protocol analyzer [71],.OpenV|zsIa [_52], 9 j5create JUH377 # 100 100 100
and the Mercury T2 analyzer [5]. Specically, Cynthion 19 novoo NHO7D-111R # 100 100 100
is an open-source USB sniffer [22], [23]. The other three 11 Plugable USBC-7IN1 # 100 100 100
are USB protocol analyzers. Following prior work [47], we 12 SABRENT HB-UM43 100 100 100
also employ analyzers as sniffers because they can capturé3 gg‘?;iﬁ'zof's“’gg%wm igg 188 igg
and dg_c_ode packets from the USB bug in r_eal time. These15 StarTech com ST4200USB 100 100 100
capabilities closely resemble the functionality expected of 15  T4rqus ACH114US & 100 100 100
a USB sniffer. Their pictures are given in Figure 16 in the 17 TrippLite U223-004-IND 100 100 100
appendix. 18 UGREEN USB C-(30758) # 100 100 100
Data collection and evaluation metrics.To compre- 19 Unnamed 100 100 100

20  Yoigo USB hub 100 100 100

hensively evaluate the ef cacy and usability of SnoopDog
we consider a broad spectrum of factors including device Diff . . USB devi
heterogeneity, connection settings, and measurement con- Ifierent connection con gurations. evices are
ditions. We conduct 25 trials for each con guration. The susceptible to snif ng atta_cks not only under USB 1x and
following metrics are adopted. (ayue positive rate (TPR) 2.0, but also in later versions when they coexist. Th.IS part
denotes the probability that SnoopDog correctly identi es aevaluate_s the perfor.mance Of. SnoopDog under d_|fferent
sniffer; (b) True negative rate (TNRJenotes the probability connection con gurations, speci cally, the ones investigated

that SnoopDog correctly identi es a benign USB device: ()" APPendix A. The results are shown in Table 2. In case
Accuracyrﬁeagures ove)r/alll detlection perIfC(])rma + ¥IN . ( )study 1, the host PC is extended with one USB hub, which is

SN ; samples connected to a victim device and a sniffer, shown in Figure
(d) Precisionindicates the quality of SnoopDog's positive 11. In case study 2, two hubs are concatenated in sequence;

detection results==-"

TP+FP " the victim device and the sniffer are connected to the same
hub, shown in Figure 12. The result is promising: SnoopDog
5.2. Overall Performance delivers 100% TPR and TNR across all vulnerable con g-
urations.

We rst present the overall performance of SnoopDog  Different hubs. We further examine whether the hub
across different sniffers, hubs, and attack con gurations. would impact the detection accuracy. For this purpose, a

Different sniffers. We evaluate SnoopDog against four total of 20 hubs are tested. They are from a variety of
shiffers mentioned above. The result is given in Table 1. Wamanufacturers. Some of them work purely under 2.0 or 3.x
nd that SnoopDog delivers consistent detection accuracystandard, while some others support both kinds of ports.
of 100% across the four sniffers, while the SNR of their To ensure the setup with 3.x hubs is vulnerable to snif ng
measured EMR signals varies. It suggests that SnoopDogttacks, we adopt the benign devices in 2.0. The result is
can be used to detect sniffers with different form factorsprovided in Table 3. We nd that SnoopDog delivers a
and circuits. Note that SnoopDog does not require prioiconsistent detection accuracy of 100% across all hubs.



TABLE 4: Impact of co-existence with other USB devices.

6 : Network; ¢ : Drive; A : Audio

#  Device name Type Version TPR(%) TNR(%)
1  AmazonBasics Ultra o 3.x 100 100
2 BrosTrend WiFi o] 3.x 100 100
3 Kexin ¢ 2.0 100 100
4  Kingston DataTraveller ¢ 3.X 100 100
(a) Impact of duty cycle.  (b) Impact of detect. win. size. 5  Lexar S47 ¢ 3. 100 100
. . . ] 6 Lexar V40 G 2.0 100 100
Figure 8: Performance against strategic sniffers. 7  PNY Attacle 4 ¢ 2.0 100 100
f . . . . 8  SanDisk Cruzer Blade ¢ 2.0 100 100
Per ormance against strategic sn_lffers.Snlffers may 9  SanDisk Ultra Luxe c 3x 100 100
be strategic to randomly copy a portion of traf c from the 10 StarTech.com A 2.0 100 100
bus. In the experiment, we adopt the concepty cycleto 11 Transcend TS64GJF730 ¢ 3.x 100 100
model the sniffer's behavior. It represents the percentagel? Verbatim ToughMAX ¢ 2.0 100 100

of time the sniffer is active during the total observation
window. The sniffer randomly switches on (i.e., active) and
off (i.e., inactive). A 100% duty cycle indicates that the
sniffer copies all the data on the bus, while a 0% cycle means
no snif ng occurs. We vary the duty cycle from 10% to 80%.
Figure 8a presents the results. SnoopDog can effectively (a) Different materials for testing.
detect strategic sniffers with an active duty cycle of 25%
and above. However, its effectiveness diminishes, when the
active duty cycle becomes less. Meanwhile, if the strategic
sniffer's active duty cycle drops below 25%, it collects very
limited data from the bus and thus poses limited threat to the
system. The above result is obtained when the observatiore .

f . b) Impact of enclosure mater{€) Impact of measurement dis-
window is set to 20 s. als tance

We further examine the impact of the observation win- '

dow size on detection performance against strategic sniffers Figure 9: Impact of measurement settings.
in Figure 8b. Our results indicate that more “aggressive”
sniffers, which adopt a larger duty cycle, require a smaller
effective detection window for accurate identi cation. For patterns emitted by benign devices are distinctly different
instance, with a duty cycle of 25% or higher, SnoopDogfrom those of sniffers.
achieves a 100% TPR using a window size of just 20 s. Casing and shielding.A crafty sniffer can be concealed
When the duty cycle decreases to 15%, the window sizavithin an enclosure. Metal materials may also be applied
doubles to 40 s to maintain a 100% TPR. These ndings ardo shield EMR signals. Thus, we evaluate the performance
promising: adjusting the detection window size proves to beof SnoopDog using various casing materials, including a
an effective strategy to counter strategic sniffers. Besides, eeramic case, Faraday bag, electrostatic (ESD) bag, plastic
window size as short as 20 s allows SnoopDog to detect albag, copper sheet, and metal case, as depicted in Figure
sniffers with duty cycles of 25% and above, covering the9a. The result is presented in Figure 9b. SnoopDog's TPR

majority of meaningful sniffer activities. remains stable at 100% with ceramic, ESD, and plastic
casing materials. However, TPR experiences a noticeable
5.3. Comprehensive Evaluation of SnoopDog drop when the sniffer is enclosed within a Faraday bag

(40%), wrapped with a copper sheet (52%), or concealed by

In this section, we evaluate the performance of Snoopa metal case (44%)Complete blockage of EMR by metal
Dog under different experiment settings. casing, in our case, is unlikely in practice. Given that the

Co-existence with other USB devicesln practice, a  sniffer must connect to the USB bus via its connector, the
sniffer may co-exist with other (benign) USB devices con-interfacing renders EMR leakage inevitable.
nected to the same hub. This experiment aims to determine Measurement distance.We investigate the effect of
whether benign devices produce interfering EMR signalssarying the measurement distance between the probe and
that could potentially affect detection accuracy. We testthe sniffer, from 0 cm to 5 cm. As depicted in Figure 9c,
12 USB devices, including ash drives, network adapters,increasing the distance leads to a decline in performance.
and sound adapters. The results, listed in Table 4, sho®peci cally, detection accuracy remains at 100% when the
that performance remains consistent despite the presence ditance is within 3 cm, but it falls to 70% at 3.5 cm and
various USB devices. Benign devices discard bait packets dtirther drops to 40% at 4 cm. This is because our detector
their EPC upon detecting an address mismatch. In contrastmploys the near- eld probe to capture EMR signals. It is
sniffers continue to write the data to RAM, emitting EMR only effective at short distances. Users are thus suggested to
that follows the bait traf c pattern. Therefore, the EMR position the probe close to the target device during detection.
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