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Abstract—Mobile crowd sensing (MCS) arises as a promising data collection paradigm that leverages the power of ubiquitous mobile
devices to acquire rich information regarding their surrounding environment. In many location-based sensing tasks, workers are
required to associate their sensing reports with corresponding geographic coordinates. Such information leaves a trail of worker’s
historical location record which thus poses a severe threat to their location privacy. On the other hand, individual workers may perceive
location privacy differently. Instead of following conventional solutions that aim to perfectly hide user privacy, this paper adopts a novel
alternative approach. A user-centric location privacy trading framework, called ULPT, is constructed to facilitate location privacy trading

between workers and the platform. Each worker can decide how much location privacy to disclose to the platform in an MCS task
based on its own location privacy leakage budget £. The higher ¢ is, the more privacy its reported location discloses. Accordingly, it
receives higher payment from the platform as compensation. Besides, ULPT enables the platform to select a suitable set of winning
workers to achieve desirable MCS service accuracy while taking into account of its budget limit and worker privacy requirements. For
this purpose, a heuristic algorithm is devised with a bounded optimality gap. As formally proved in this manuscript, ULPT guarantees a
series of nice properties, including &-privacy, («, 3)-accuracy, budget feasibility. Moreover, both rigorous theoretical analysis and
extensive simulations are conducted to evaluate tradeoffs among these three.

Index Terms—Location privacy; mobile crowd sensing; privacy trading

1 INTRODUCTION
1.1 Motivation

OBILE crowd sensing (MCS) emerges as a new trend

that harnesses a plethora of mobile devices with their
on-board sensors (e.g., camera, gyroscope, 3D accelerometer,
and GPS) to collect diverse data from the surrounding
environment. Nowadays, quite a few MCS systems [1],
[28], [29] have been deployed, with their focuses on noise
mapping, smart transportation, road surface monitoring,
indoor floor plan reconstruction, health care, and many
others. Since sensing tasks are generally location-dependent,
participating individuals, i.e., workers, are required to em-
bed their locations into sensing reports, which inevitably
raises privacy concerns when the sensing data are released
to third-party entities.

There are some prior works on protecting worker’s lo-
cation privacy in MCS [30]-[34]. Conventional approaches,
such as cloaking and k-anonymity, aim to perfectly pro-
tect location privacy for every worker. In fact, individuals
may perceive their privacy differently; some may impose
stringent requirements over privacy leakage, while some
others accept monetary reward in the trade of their per-
sonal data. Under this observation, some initial efforts have
been devoted to constructing a data trading market that
facilitates individuals to sell their privacy in a controllable
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manner [36]-[40]. In these works, there exists a trustworthy
“agent” for individual users to interact with data buyers.
In other words, users do not have control over their own
data. In this concern, Wang et al. [41], [42] proposed to
have each user independently decide how much privacy
to sell. A user chooses to add a certain amount of noise to
its original data in accordance with its privacy requirement.
Clearly, adding noise would degrade the accuracy of MCS
services. Yet, there is a lack of a theoretical framework that
analyzes privacy-accuracy tradeoffs. Yang et al. [55] recently
employed an auction approach that takes into account ser-
vice accuracy during privacy trading. Still, users cannot
customize how much noise to add to their reported data;
instead, the noise distribution is determined by the agent.

Under these observations, in this paper we propose
a user-centric location privacy trading framework (ULPT)
featured two functions. (i) Workers take full control of their
own privacy and determine how much location privacy
to disclose to the platform by tuning the amount of noise
embedded in the reported geographic coordinates; and (ii)
the platform can decide which subset of workers to select
by taking into account of target MCS service accuracy and
budget limit. Nonetheless, this is not an easy task with
challenges mainly from the following aspects.

First of all, it is crucial for a worker to quantify its
privacy loss by adding different amounts of noise to its
location. With this basis, the worker is able to estimate its
privacy cost and thus the minimum acceptable compen-
sation to participate in an MCS task. Typically, the more
accurate a worker reports its location, the higher privacy
loss it experiences, and thus the higher compensation it
demands. On the other hand, the platform is usually limited
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by its monetary budget in practice. Such a constraint can
significantly impact trading outcomes. For example, even
sufficient workers are willing to sell their location privacy,
the platform may be short of budget to afford such cost.
Therefore, as a second challenge, budget feasibility needs
to be counted in the mechanism design. Besides, in our
scheme the platform has no control regarding how much
a worker obfuscates its reported location. Service accuracy
is achieved by proper worker selection, jointly considering
their sensing capacity and privacy requirements, in addition
to the platform’s own budget feasibility.

1.2 Summary of Main Contributions

To model the interaction between workers and the plat-
form, we adopt the framework of the reverse auction, where
the platform acts as an auctioneer that holds a set of
tasks and elicits workers to participate by paying them for
both sensing efforts and potential location privacy leakage
caused by reported data. A geo-information loss minimization
problem is formulated that identifies a proper set of workers
to achieve the best service accuracy under the platform’s
given budget. Our main contributions are summarized as
follows.

e {-Privacy. We propose a location privacy quanti-
zation method by leveraging the notion of geo-
indistinguishability. Each worker has its own location
privacy leakage budget &, which implies the maximal
amount of advantage an adversary can gain in infer-
ring its actual location from the reported data. The
larger ¢ is, the loose requirement a worker has. It
also indicates that the worker is more willing to sell
its location privacy to the platform.

o (a, B)-Service Accuracy. Under the proposed location
privacy quantization method, a novel location ob-
fuscation mechanism is devised, which allows each
worker to choose its obfuscated location to report in
a probabilistic manner. In order to precisely measure
MCS service accuracy, we define an (¢, §)-accuracy,
Pr[loss < a] > B, where loss is the service degra-
dation caused by workers’ reported obfuscated loca-
tions and S is a confidence level. The introduction of
(o, B)-accuracy assists to derive explicit expressions
of tradeoff relations among accuracy, privacy, and
budget.

o Auction based Privacy Trading. To facilitate the trading
of location privacy, we construct an auction that allo-
cates sensing tasks to a set of workers that minimize
the overall geo-information loss while taking account
of various constraints including privacy, accuracy,
budget feasibility, truthfulness and individual rational-
ity. We show that it is NP-hard to find its optimal
solution. Thus, a heuristic algorithm, which delivers
bounded sub-optimal solutions, is developed with
computation complexity bounded by O(M?2N).

o Tradeoff Relations among Privacy, Accuracy, and Budget
Feasibility. In addition to achieving all these proper-
ties via our design, we further theoretically analyze
their tradeoff relations through Theorem 9 to The-
orem 11. These theoretical results provide insights
for designing desirable MCS markets. It is worth
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noting that such a comprehensive discussion is miss-
ing from previous literature. We also validate the
theoretical results via extensive simulations using
real-world datasets.

2 RELATED WORK
2.1 Protecting Location Privacy in MCS

Protecting location privacy in MCS has attracted in-
creasing attention. Existing schemes mainly fall into three
categories, cloaking [30]-[32], k-anonymity [45], and lo-
cation obfuscation [2], [33], [34]. However, these schemes
are in need of a trusted third party, which typically does
not exist in MCS systems. Moreover, they fail to consider
scenarios where the adversary has some prior knowledge
about a worker’s real location. Recently, the notation of
geo-indistinguishability [43], a novel combination between
differential privacy and location privacy introduced by
Andrés et al., has been employed. Wang et al. [33] proposed
a geo-indistinguishability based location preserving mecha-
nism to defend the honest-but-curious platform; a linear
programming problem is formulated to minimize the data
uncertainty. Following a similar idea, they further study
location privacy protection during sensing task allocation
in MCS [2], [34] and spectrum sensing [3]. Wang et al.
[10] developed a novel location obfuscation mechanism for
the MCS under the framework of differential privacy and
distortion privacy. Gao et al. [11] and Yi et al. [12] devised
location privacy schemes based on crypto primitives. Domi
et al. [13] generated a set of dummy locations to camouflage
a worker’s true location. All the above works treat location
privacy from different workers equally. In fact, individuals
may perceive differently towards their privacy. Under this
observation, in this work we take an alternative approach
for privacy protection. Workers are provided with flexibility
in determining their privacy level and selling their location
information in trade of monetary rewards.

2.2 Protecting Data Privacy in MCS

Data privacy has also been studied in the context of
MCS, e.g., [46]. They aim to protect the worker’s reported
data from the platform, since individual data can poten-
tially cause leakages of sensitive information regarding their
reporters, such as locations, trajectories, habits, preferences
and so on. Techniques, such as cryptographic multi-party
computation [47], [48], data perturbation [4], [5], [49]-[51]
and anonymization [52], [53] have been employed. Recently,
Jin et al. [54] developed a privacy-preserving data aggre-
gation scheme based on incentive mechanism considering
workers’ reliability and privacy cost. Note that its objective
is to protect worker data privacy from outsiders. And, the
platform is assumed trustworthy. Instead, in this work we
aim to protect worker’s privacy from the platform. [55] also
adopts the privacy trading framework, where workers add
noise to their original data and get paid accordingly, they
cannot customize how much noise to add; the noise distri-
bution is determined by the platform. A similar problem
is discussed in [56].Yang et al. [4] model the MCS market
as Stackelberg games, where the platform determines the
payment policies and workers choose how much noises to
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add into their data. However, they assume the workers’
data are mutually correlated and fit one statistical structure.
While, in this work, we do not have such hard constraints
over the worker’s private data. Zhang et al. [56] and Sun
et al. [8] exploited the contract theory to protect worker’s
private sensing data. However, workers are required to
choose their privacy-preserving levels from a limited num-
ber of contracts designed by the platform. In contrast, we do
not have such hard restrictions in our design. Workers can
freely select their privacy protection level via the privacy
leakage budget. Xiong et al. [9] proposed a personalized
privacy protection framework based on game theory and
data encryption. Rather than data privacy, we focus on lo-
cation privacy. More importantly, we are combating a more
powerful attacker which already has some prior knowledge
regarding the worker’s location. Thus, our objective is to
prevent the attacker from gaining extra information on
a worker’s location during observations. Accordingly, our
technique and design rationality significantly deviate from
the existing ones.

2.3 Selling Privacy

Treating user privacy as commodities, Ghosh and Roth
[36] are among the first to lay a theoretical foundation for
selling private data. Their mechanism asks users to report
their cost for the use of their private data to estimate certain
statistics, then selects and pays some of them accordingly
based on their stated cost. Since user’s cost and their per-
sonal data are correlated, this mechanism is vulnerable to
unexpected data privacy leakage by exploring this correla-
tion. To resolve this issue, Fleischer and Lyu [37] further
looked into privacy protection over individual payments.
[6], [36], [38]-[40] also fall into this line of research. How-
ever, these works assume the existence of an “agent” to
sell user’s data. This agent is assumed trustworthy and is
willing to protect user privacy. Very recent works [41], [42]
propose private data trading that users take full control of
their own privacy. Nonetheless, they adopt game-theoretic
models, which, however, may end up with an inefficient
equilibrium; the accuracy of data aggregation is not guaran-
teed.

3 SYSTEM OVERVIEW
3.1 MCS Systems

We consider a general MCS system consisting of a
platform that hosts a set of N location-dependent sensing
tasks 7 = {7, -, 7, -+ ,7n}, and a set of participating
workers W = {w1, -+ ,wj,--- ,wa }. Workers are required
to report their location coordinates along with their sensory
data. However, directly reporting locations impairs workers’
privacy and thus discourages their participation. Therefore,
to protect their location privacy from the platform, workers
are allowed to embed obfuscated locations z; in the reports
instead of their genuine locations [;. Different workers may
value their location privacy differently. The selection of z;
depends on their self-determined privacy budget £;, which
represents the maximum amount of privacy w; is willing
to disclose. Generally, the lower &; is, the more stringent
requirement it imposes over its location privacy. As a result,
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less useful locational information z; leaks to the platform
that can be leveraged to infer /;. However, obfuscated loca-
tions affect the accuracy of data aggregation. The platform
needs to carefully determine which subset of workers to
select so as to ensure accuracy-guaranteed MCS services.
The framework of our proposed MCS market ULPT is
illustrated in Fig. 1, and its workflow is summarized as
follows.

Cloud platform
@ Winner set

@ Sensory data
location

@ Task set

T Y 1 """ R = R R Community !
N I R - R W

Fig. 1: The workflow of ULPT.

o To incentive worker participation, the platform im-
plements a reverse auction by firstly announcing a
set of sensing tasks T (step (D).

e Then, each worker w; € W submits its interested
sensing tasks 7; and bid b; to the platform (step
@), where the bid reflects w;’s the minimum pay-
ment it accepts to compensate its costs c;. Following
[36], [54], [55], workers take into account the cost
¢; on resource consumption during task sensing, in
addition to privacy loss c{; when estimating costs,
where c? denotes the unit cost of privacy. Therefore,
cj = ¢+ g

o Following certain criterion (see Section 5.1), the plat-
form determines a winner set W* (step Q), i.e., the
workers to execute sensing tasks, and their payments
p (step @).

e Each winning worker w; € W?®* then conducts
sensing tasks 7, prepares its sensing reports with
obfuscated location z;, and submits them to the plat-
form (step (®). Finally, the platform aggregates over
collected sensing reports, derives sensing results, and
publishes them to the community or sends back to
task requestors.

We summarize all symbols and their definitions involved
in this paper in Table 1.

3.2 Adversary Model

As tasks are disseminated by the platform, it knows
which geographic region a task pertains to. Such side in-
formation renders the platform a much powerful adversary
to infer a worker’s privacy from. We model the platform as
the Bayesian attacker. The Bayesian attack is the de-facto
standard adversary model adopted to measure location
privacy since Andrés et al.’s work geo-indistinguishability
[43]. The adversary, i.e., the platform in this work, has the
side information as a prior distribution on £;, which is
the entire set of w;’s possible locations. Pr[l;] (I; € L;) is
the probability associated with location [;. Pr(z;|[;] is the
probability that the reported location z; is converted from
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TABLE 1: Notations.

Symbols Definition
T Sensing task set
w Worker set
Ti Task 4
wj Worker j
T; w;'s interested task set
2j Obfuscated location
Z; Obfuscated location set
l; Genuine location
L; w;'s possible location set
& Privacy budget
T Obfuscation range
€5 Privacy level
z; Winner selection indicator
bj Bid price
Dy Payment
CZ Cost of resource consumption
c; Cost of privacy loss
U w;’s utility
w Winning worker set
! Service accuracy
B Confidence level
B Platform’s budget
b_; Bidding profile from other workers except w;
Ar; Radius unit
Ab; Angle unit
d(ly, zj) Drift distance
loss Geo-information loss
iy Mean value of drift distance
oj Variance value of drift distance
9iW; 4 w;’s marginal contribution
S(W;)  Sum of worker’s marginal contributions in W;
Apav[l5] Adversary’s gained advantage

l;, which is assumed to known by the platform as well via
long-term observation. Upon observing z;, the adversary
can build a posterior distribution over the inputs, denoted
as PI‘[l j |ZJ]

Pr[z;]l;] Pr[l;]

Pr[l;|z4] = 1 J
LI SIS X ERTAT T
Then the platform derives its best guess over w;’s location

by looking for the one that produces the largest posterior
probability

Vi € £;. (1)

I¥ = arg max Pr[l;|z4].
j g Lets (5121
Besides, the platform is assumed working under semi-honest
mode, i.e., it is trusted to correctly execute MCS protocols but
is curious about worker’s locations.

3.3 Privacy Quantization Model

Workers are allowed to determine how much location
privacy to disclose to the platform. Following the geo-
indistinguishability [43] model, we define the quantization
of location privacy as follows.

Definition 1. {;-Privacy. A worker w; achieves &;-privacy, if
the platform A, who adopts Bayesian attack model, has exp(&;)
advantage in inferring w;’s actual location distribution. We define
A’s advantage as

Pr(l;|z]

Al = Trp )

< exp(gj) A lj S Ej 2
where & € [0,+00) is w;’s location privacy leakage budget
determined by w;.
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Motivated by [43], the privacy budget {; is determined
by a tuple (¢;,7;), & = €;/r;. Specifically, r; is the radius
of worker w;’s mostly concerned obfuscation area. €; is
the privacy level it desired for that radius. The rationality
behind this notion is that, for an given radius r;, w; enjoys
€;-privacy within r;, i.e., the level of privacy is proportional
to the radius. Thus, &; corresponds to the privacy level for
one unit of distance.

The platform’s advantage is essentially its posterior
knowledge gain. In this work, the objective of privacy pro-
tection is to restrict the information leakage caused by the
observations of worker’s obfuscated location z;. When w;
sets its privacy budget ¢; as 0, from the definition above,
the platform has no gained advantage in inferring w;’s
genuine location based on its observations. Noteworthy,
lack of leakage does not necessarily means that /; cannot be
inferred (it could be inferred from the prior alone), instead
that the adversary’s knowledge does not increase due to
the observation. More importantly, the platform’s posterior
knowledge gain is fully determined by w; through tuning
&;- By selecting a proper ¢;, w; controls how much advan-
tage the platform can gain over w;’s location distribution
from its observation.

4 DESIGN OBJECTIVES

To protect the location privacy from the platform, a
worker w; adopts a location obfuscation mechanism (see
Section 5.2) to generate an obfuscated location z; from its
genuine location /;. Then, w; reports z; together with its
sensing data. Since sensing tasks are location dependent, if
a worker’s reported location deviates from the original one,
where sensing data are actually acquired, its sensing report
experiences some information loss, so does the aggregation
result derived at the platform. Since this information loss is
the result of worker’s location obfuscations, we define it as
geo-information loss

> d(ly, %) ®3)

jrw; EW*

loss =

where d(l;,z;) represents w;’s drift distance between
its genuine location /; and the obfuscated one z;. Geo-
information loss is the summation of all winning workers’
drift distance. The larger value of loss, the more “noises”
are added to obfuscate the worker’s locational information
and thus more coarse z; will be. On the one hand, it implies
that workers’ location privacy are well preserved. However,
the MCS platform will suffer from poorer service accuracy.
If all selected workers report their genuine locations, then
loss = 0 and implies the reports correctly record what they
sense with no accuracy degradation.

As each worker chooses its obfuscated location in a prob-
abilistic manner (see Section 5.2), loss is in fact a random
variable, which brings a great challenge in service accuracy
measurement. Instead, we adopt a probabilistic evaluation
form to achieve a measurable MCS service accuracy at the
platform.

Definition 2. (o, 8)-Accuracy. The platform provides (o, 5)-
accurate MCS services, if Prlloss < o] > 8 where a > 0 and

B e (0,1).
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Generally, for a given (3, a smaller « indicates a better
service accuracy.  can be treated as a confidence level for
the statement Pr[loss < a].

Meanwhile, commercialized MCS platforms are typically
budget constrained, i.e., it holds a maximum amount of
monetary rewards B for compensating the selected sensing
workers in one auction. Thus, it is more practical to discuss
the privacy and service accuracy properties under this con-
straint.

Definition 3. Budget Feasibility. The platform is budget
feasible, iij:w,-eW* p; < B.

In addition to the above two objectives for a desirable
MCS market, we also aim to guarantee the following critical
economic properties.

Following the conventional auctions, in this work work-
ers are assumed to be strategic that can manipulate its
own bids to maximize its own utility, which is defined as
u; = p; — ¢j, where p; and c¢; stand for its payment and
cost, respectively. Apparently, workers that are not selected
by the platform will have no costs and payments at all, thus
its utility is 0. However, one of our objectives is to design a
truthful incentive mechanism defined in Definition 4.

Definition 4. Truthfulness. An MCS market is truthful if for
any worker w;, uj(cj,b_;) > wu;(b;,b_;) where b; is w;’s
submitted bid with b; # c; and b_; is the bidding profile from
other workers except w;.

Truthfulness is crucial in an auction. Workers may be
strategic in a sense to manipulate their bids to win an
auction. Truthfulness ensures that the best strategy for a
worker is to bid following its true cost. As the platform
does not know worker’s costs, including both sensing costs
and privacy costs, truthfulness is an effective approach to
prevent market manipulation which affects interests from
other workers and the platform. Besides, truthfulness sim-
plifies the strategic decision process for all workers, as their
true costs are the best strategies [63].

Moreover, to guarantee that worker’s costs are well
compensated, such that they are willing to participate in
MCS, another desirable property is individual rationality.

Definition 5. Individual Rationality. An MCS market is
individual rational if each worker w; has a nonnegative utility
Uj Z 0.

5 MECHANISM DESIGN

5.1 Problem Formulation

Given a fixed confidence level 3, the platform aims to
minimize the geo-information loss of MCS services, while
satisfying a series of design objectives discussed in the pre-
vious section. Thus, we formulate them into the following
geo-information loss minimization problem (GLMP).

min :

(07
s.t. > a;p;<B (4)
Jiw; EW

U 7n=7 ©)

{jiw; EW,z;=1}
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Prlloss < a] > f (6)
T E{O,l}, Dj ZO, a>0

Specifically, (4) is the budget feasibility constraint. (5) ensures
that the required sensing task set can be fulfilled by the
selected workers. (6) is the (o, f)-accuracy requirement. x;
is a binary indicator. x; = 1 represents the worker w; is
selected as a winner for executing the sensing tasks, while
x; = 0 states the worker loses the auction. In addition to
constraint (4)-(6), the solutions to GLMP should also satisfy
some inherent constraints, including &;-privacy, truthfulness,
and individual rationality. Due the lack of explicit expres-
sions, we temporarily omit them from the formulation of
GLMP.

5.2 Location Obfuscation Mechanism Design

Directly solving GLMP using the conventional optimiza-
tion tools can be quite challenging, because the constraint
(6) is essentially a probabilistic expression. It motivates us
to further investigate the close relations among o, 8 and
loss in (6), so as to convert it into a form that is easier to
handle. Since loss depends on workers’ location obfuscation
mechanisms, we first introduce the mechanism design of
location obfuscations and then derive the corresponding
alternative expression for (6).

The location obfuscation mechanism composes two pro-
cedures, i.e., obfuscated location set generation and probabilistic
mapping.

Obfuscated Location Set Generation. For each worker
wj, the obfuscated locations are generated from a polar
coordinate system with its genuine location [; as the ori-
gin. Let r; be w;’s maximum obfuscation range. Within
w;’s radius of concerned area, it evenly divides r; into
[O, AT’J‘, 2A7’j, s 7’I"j], and 27 into [A9j7 QAQJ', s ,27T] with
its customized unit Ar; and Ad; as shown in Fig. 2. Then
its obfuscated location set is generated as Z; = {z; =
(m - Arj,n - Af;) : m € [I,Ar—j;j},n € [l,ﬁ—gj]}, where
(m - Arj,n - Af;) is the polar coordinate of an obfuscated
location z;, with m - Ar; and n - Af; its radius and angle,
respectively.

Fig. 2: Obfuscated Location Set Generation

Probabilistic Mapping. Having the location set Z;, the
worker w; needs to select its obfuscated location z; among
them to substitute /; in its sensing reports. Motivated by
[57], we design a location probabilistic mapping scheme by
leveraging the exponential mechanism: for any z; € Zj, its
probability of being selected is determined by

&

exp[L(r; — d(lj, 2;))]
T . (7)
ZZJ’EZJ- eXp[%(Tj - d(ljv Z;))]

Prlz;|l;] =
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Apparently, the location z; with a shorter drift distance
d(l, z;) has a higher chance to be chosen. But this advan-
tage diminishes as ¢; decreases. Particularly, when {; = 0,
i.e., w; has zero privacy leakage budget and thus poses the
highest privacy requirement, all elements in Z; have the
equal chance to be chosen.

Theorem 1. With the proposed location obfuscation mechanism,
the platform provides («, 8)-accurate MCS services. Given 3,

then
+ > ou ®)

Jiw; €EW*

Z] wj GW*
o =
1-
where p; and o represent the mean and variance of wy's drift
distance.

Proof. Since workers determine their location obfuscation
mechanism independently, the formed obfuscation set Z;
and probabilistic mapping distribution (7) are different
so as their drift distances. From the geo-information loss
(3) definition, the mean and variance of loss can be
calculated as Efloss] = 37, cyw-p; and Dlloss] =
2w W 0. Applying the Chebyshev’s inequality, for any
nonnegatlve Valuea we have Pr[loss 2w, W u] >a] <

Prllloss — 3. ew~ 1jl = a] < 2 D jiw; jew: 3. There-

fore, Prlloss < a+3 .., ew- ] 2 1 - a2 >, ew O
Comparing with ( ), for a given [, « is calculated by

Jr Z] w; EW* Hj- U

Zjiw ews

o= = m

5.3 GLMP Reformulation

Theorem 1 specifies the relation between o and 5 under
the proposed location obfuscation mechanism. Therefore,
GLMP can be reformulated as

[2 ;e T
min : ](fe_w ” ]—|- Z Tjf, )
Jrw; EW

s.t. (4),(5) z; € {0,1}, p; >0

Like GLMP, any solution to the reformulated GLMP should
also satisfy inherent constraints, including &;-privacy, truth-
fulness and individual rationality.

Comparing GLMP and its reformulated version, the
coefficients o;/v/1 — B and p; can be viewed as w;’s geo-
information loss caused to MCS services. Besides, it can be
inferred from the location obfuscation mechanism that, for a
given r;, a smaller &; leads to a larger 0 /+/1 — B+ j;.While
the reformulated GLMP gets rid of the troublesome proba-
bilistic constraint (6), it is still at least NP-hard to optimally
solve.

Theorem 2. The reformulated GLMP is at least NP-hard.

Proof. We first degenerate the problem into a special case
without considering ;-privacy, truthfulness or individual ra-
tionality. Besides, each worker w; designs its location ob-
fuscation mechanism in a way such that o; = 0. Then,
the degenerated problem becomes a conventional weighted
set cover problem. Specifically, given a set of elements, called
the universe, and a collection of weighted sets whose union
equals the universe, weighted set cover problem is to identify
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the smallest weighted subcollection of sets whose union
equals the universe.

In our problem, the entire sensing task set, each worker
w;’s interested tasks 7T;, and its parameter y; corresponds
to the universe, set, and weight, respectively. We aim to find
the smallest weighted worker set whose interested tasks
equal the entire sensing tasks. As proved in [62], the weighted
set cover problem is NP-hard; so does the degenerated prob-
lem. Therefore, the general version of our reformulated
GLMP is at least NP-hard. O

5.4 Heuristic Algorithm Design

Since it is computationally inefficient to solve the re-
formulated GLMP due to its NP-hardness, we propose a
heuristic algorithm to derive a solution to & and p. Note
that they should also meet the requirement of {;-privacy,
truthfulness and individual rationality. It is also noteworthy
that the removal of GLMP’s probabilistic constraint (6)
facilities our heuristic algorithm designs, while this can be
much more complicated by solving GLMP directly.

Our heuristic algorithm mainly consists two procedures,
winner selection and payment determination. The first proce-
dure determines the winning worker set, i.e., &, while the
second one calculates payment for each winner, i.e., p.

Algorithm 1 Winner Selection
Input: 7, W, 8, u, o

Output: =
1: W’e{ijW:%S%}rWOH(D/S%LmHO’
p<+0
2: k<« arg MAX .0 e W\ W, gil\:\/o Wi — wy,
3: while 7 # (and by, < £ x ggl(vvvv y- do
4: T =1
5 Ws <+ W, Uwp, W< W,, T+« T\ Tk
6: s s+1
7. SOWs) = SWs-1) + IsiWein
8k =argmaxj.,ewnw,, —p,
9: end while
10: Return x

Winner Selection. As shown in Algorithm 1, once re-
ceiving bid profiles from all workers, the platform first
rules out the workers whose per-task bid b;/|7;| exceeds
the platform’s per-task budget B/|T|. Recall from the re-
formulated GLMP that the platform tends to select workers
who execute more tasks and provide high-quality sensing
reports, i.e., introduce small drift distances. Thus, we define
w;’s marginal contribution in (10) to evaluate its fitness of
being selected.

(10)

1
itw; 1 = T [GOVjm1 Uwy) = GOV;-1)].

J
W;_1 denotes the set of winning workers selected in the
(j — 1)-th iteration of the while loop in Algorithm 1.
G(W;j_1) = | Uw,ew,_, T;| is the number of tasks executed
by workers in W, _;. F; = 0;/+/1 — B+ p; is obtained from
the reformulated GLMP’s objective function, approximating
the geo-information loss introduced by w;. In each iteration,
the algorithm selects a worker that produces the largest
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gj|w._,/bj (line 8). Besides, a winner’s bid should also meet
the following requirement for the budget feasibility

B 9iw;-
2 SwWy)’

where S(W;) = S(W;-1) + gjpw,_, and SWy) = 0.
S (Wj) is the sum of workers’ marginal contributions, i.e.,
9j\w;_., in set W;. The marginal contributions describe how
much geo-information loss is incurred for accomplishing
one sensing task if the worker w; is selected. Equation (11)
is a carefully designed bid criteria to ensure that selected
winning workers’ final payments will not exceed platform’s
budget. Similar techniques are been adopted in prior works
to achieve budget feasibility [16], [17], [21], [22]. The iteration
continues until all tasks are assigned.

Payment Determination. With the selected winning
workers, we follow the idea of critical payment [58] to de-
termine the appropriate payments so as to achieve the re-
quirement of truthfulness and individual rationality. A critical
payment p; for winner w; is set in a way that w; wins when
bidding lower than p;, and loses otherwise.

Specifically, for each winning worker w;, the platform
runs Algorithm 1 again based on a different input tuple
{T, W\ wj, B} and derives another winner set W, Since
W\ wj excludes w;, so does W". Then for each worker
w; € W', which is selected in the [-th iteration in Algorithm
1, the platforrn finds the highest virtual bid b7 ; such that w;
can substitute w; to win (in the I-th 1terat10n) 'if it bids with
b}, 1t implies that g;y5, | /bt < 9,3, ,/bj,- Together with
the winner selection criteria from Algorithm 1, this virtual
bid should satisfy

bixg.w, . B (Y
b7, = min {gjlwll, — X e L/ } : (12)
g”Wz_l 2 S(Wl)

bj < (11)

Finally, w;’s payment is set as p; = arg max, cyy- by, ie.,
the maximum achievable virtual bid from W .

A winner’s payment is designed in a way such that it is
independent with this winner’s bid. It eliminates worker’s
incentive to manipulate bids. As shown in Theorem 7, it
plays a critical role for guaranteeing truthfulness.

Algorithm Summary. Up to now, we have introduced
the design of ULPT. To sum up, each worker first determines
its location privacy leakage budget, based on which it gener-
ates its obfuscated location set and its mapping probability.
The mean and variance of its drift distance together with its
bidding profile are then sent to the platform. Note that these
parameters are independent of one’s true location. With
the collected information from all participating workers, the
platform derives the winners and their payments by solving
the reformulated GLMP via our heuristic algorithm. Finally,
winning workers execute their claimed tasks and send back
sensing reports with their obfuscated locations embedded.

Theorem 3. The computation complexity of our heuristic algo-
rithm is upper bounded by O(M?N).

Proof. Since our heuristic algorithm is composed of two
procedures, winner selection and payment determination, we
analyze the computation complexity of these two proce-
dures separately as follows.

7

In winner selection, the computation complexity is dom-
inated by the while-loop of Algorithm 1 which contains
min{M, N} iterations at most, where M and N are the
number of workers and tasks, respectively. As we assume
that there are much more workers than tasks in an MCS sce-
nario, then min{M, N} = N. For each iteration, it involves
a computation for identifying the worker who has the
highest g;yy, _, /b;. This computation results in M times of
comparison at most. Therefore, the computation complexity
for winner selection is upper bounded by O(MN).

In payment determination, each winner’s payment is calcu-
lated by running the winner selection algorithm again with
an updated input tuple. Thus, its computation complexity is
upper bounded by O(M?2N).

Therefore, we conclude that the computation complexity
of our heuristic algorithm is upper bounded by O(M?N).

O

We further derive the optimality gap caused by our
heuristic algorithm.

Theorem 4. Denote OPT as the optimal result of the reformu-
lated GLMP, then

17
o _ B Yuewd W
OPT — 25(W*)minjcp a{F;}’
where « is the result obtained via the heuristic algorithm.

Proof. First of all, we have OPT >
minjep g {0;/VI=B+u} = mingepan{F}.
Besides, via the proposed heuristic algorithm,
we obtain a set of winning workers WV

. > wj EW* ‘72

Then o« is expressed as a = W

— (GOWUw;)=G(W))
2jrwsews K9S Dy ews Fi=2p,ews =g 0 == <
171 BIT;]| —
ijew* gj\VVJj,1 — Zw]EW* 21”5’(;\}*) -
ﬁ% D, ewr % Note that Zymews 7 <

(1-8)
Y jw;ew 05/V1—B,as Va? + 0> <a+b(a,b>0).

Meanwhile, followmg the Algorithm 1 and (11), we

have 2o > .. I o s IWVTIWIwe o
Sov) b = = i = = b= -
25 (W* .. . «

5 — . Combining the analysis above, we have 577 <

1751
B'ijew* c;

25 (W) minje[lyM]{Fj}

O

which ends the proof.

6 PROPERTY ANALYSIS

In this section, we provide theoretical analysis over the
properties achieved by ULPT, including &;-privacy, budget
feasibility, truthfulness and individual rationality. Regarding
(o, B)-accuracy, it has been proved in Theorem 1.

6.1 Privacy Protection

One of our design objectives is to guarantee ;-privacy
for each worker w;. Recall that §; is the location privacy
leakage budget controlled by worker w;. We first give the
following lemma.

Lemma 1. With w;’s location obfuscation mechanism, then
L Prlzll]
exp(&;) — Prlz;[l}]

< exp(&5),
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where 1,1 € L; are w;’s two arbitrary true locations.

Jo j
Proof. We first prove the correctness for the second inequal-
ity where Pr[z;]l;] < exp(&;) Pr(z;[l}].

For wj, assume that both [; and [} are mapped to the
same obfuscation location z; via its location obfuscation
mechanism. Then

Pr(z;|l;]
Pr(z;|l}]
exp[57 (rj —d(l5,2;))] o Zz;ez;, exp[%(rj - d(l§, Z;))]
eXp[*( = d(l,2))] e, e[ (ry — d(l, %))

= expl 2 (At} 2) — dlly,23))) < exp( 1) = exp(€y)

J

where Z; and Z/ stand for the obfuscated location sets w;
generates when it is at /; and ., respectively. While Z; and
Z; are different under the same coordinate system, they
are identical under their own system of polar coordinates
(with origins at /; and [}, respectively) according to the
obfuscated location set generation procedure; that is, the rela-
tive positions between elements in Z; and Z; are the same.

Thus, . ¢z expl 32 (rj — d(l}, 24))] = Xz ez, expl 32 (1) —
d(lj, 2;))] and the second equality holds. In addition, since
d(l}, zj) < r;j, the inequality also holds.

Following the similar idea, the correctness for the first
inequality in the statement can be validated as well. O

Lemma 1 says that when w; is at [; and lj, the ratio
between the chances that both of them are mapped to the
same obfuscated location z; is bounded by [m exp(&;)]-
When &; = 0, Pr[z;[l;] = Pr(z[l}], ie, I; and I} have
the same chance to map to z;. In another word, with the
observation of z;, it’s difficult for the platform to determine
whether this worker locates at I; or [7. Based on Lemma
1, we are ready to present the privacy protection property
achieved by our mechanism.

Theorem 5. Each winning worker w; € W* achieves &;-privacy
via ULPT, i.e., Aaav[l;] < explé;].

Proof. The platform’s advantage or  posterior
knowledge — gain is  calculated as = Aagv[l;] =
Prliylz;]  _ Prlzll] o Priz;];] <
Prl;] Pr(z] Yitee, PGPl =
_ Przll] exp(ﬁj)Pr[zJ\l | _

leeﬁ Pr| l/]Pr z U] = Zl'éﬁ Pr[l']Pr[z7|l’] -
% = exp(ﬁj). The first inequality above is due to

the fact that - > <141 (a,b>0). The second inequality
is derived from Lemma 1. According to Definition 1, each
worker w; achieves ¢{;-privacy in MCS market via our
mechanism. O

Theorem 5 indicates that each winning worker has full
control of its location privacy leakage to the platform during
task sensing. When it has a higher privacy requirement, it
sets a small ;. Specifically, when {; = 0, the platform’s pos-
terior knowledge gain is 1, i.e., no useful information regard-
ing w;’s true location is explorable from any observation.
Regarding the losing workers, as they do not upload any
sensing report, no location information will be disclosed.

6.2 Budget Feasibility

Recall that the platform’s budget is B. To avoid its deficit
in hosting sensing tasks, our design has to limit winning
workers’ total payment. Before discussing if this property
holds, we would like to introduce the following lemma,
which gives an upper bound to each winner’s payment.
Lemma 2. Fora wznmng worker w; € W*, its payment p; is

QJ\W

upper bounded by B )

Proof. Denote by w; the winning worker selected in the j-
th iteration of Algorithm 1, W" as the winning worker set
derived by excluding w;. Let r = arg max;, W b3, then
p; = by .. Since wj is not selected in the first j — 1 iterations
from W*, then b; > b}, where I € [0,j — 1]. It implies
r > jand thus W;_, C Wr_l. Also, we have W,_; U w; C
W1 UW*

When determining payment for w;, since w; can substi-
tute w, to win in the r-th iteration by bidding b7 ;. (and thus
p;), then
B 95w,

DS o X =
2 S(Wr_l U wj)
Together with the fact that W;_; C W, _1, we derive

9iIw; 1 > 95W, 1 > QS(WT‘—l ij)
pi P B

(14)

In the following, we derive the conclusion that p; <
B 9ilw; 1

S(w~) - i - _
possible cases, W, 1 Uw; =W, 1 UW*and W, Uw; C
W,_1 UW*, o o

For the first case, where W,_; Uw; = W,_1 UW?, from
(14) we have

Gjiiw, 1 > ZS(Wr_l U w]‘) QS(WT_l U W*) > S(W*)

p; B B - B

9ilw;

and thus p; < B S‘(V;W)l . B B

For the second case, where W,_; Uw; C W,_1UW*, we
plan to derive the conclusion via the contradiction method.
Specifically, we assume p; > B q”(W o - Besides, denote by
W, = W,_; U w; and Wy = W,_1 UW?* for expression
simplicity.

Let 7/ = arg max.,,, ew,\w, { gtl‘;f“ }, then

This discussion should be carried out under all

S(W2) B S(Wl) g”’/‘wl <gT‘W1 ngW,r,71
ZUHEWz\Wl by = b T b T b
Iy 9iWim Swr). (15)
Py Dj B

The first inequality is also derived from a contradiction
point of view. Assuming

S(Wy) — S(Wy)
Zwt EWL\Wy bt bT’

S(Wq) — S(Wy)
zwt EWq \Wl bt bt

Grr|W, Gt|w,

, then
for w, € Wy \ W;. Adding up these inequalities and
applying some simple transformations, then

S(Wp) — S(Wq)
ZthWQ\W1 bt

Zwt EW2\Wy t|w,

Zwt EW2\Wy bt
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and thus S(Wz) — S(W1) > 3=, cw,\w, 9¢jw,, which con-
tradicts with the fact S(W2) — S(W1) < X2, cw,\w, 9w,
implied by (10). Therefore, the first inequality of (15) must
hold. Its last inequality directly comes from the assumption
pj > quc‘(‘/\:v*) :

From the winner selection rule and (11),

GUWo o o TiWima o s IV IWwe o 25OV7)
bl - - bj - - b|W*‘ - B
Thus,

Z E % gj‘wjfl _ E

2 “swe) T 2

>, b<

Jrw; EW* Jrw; EW*
and thus ;... cw,\w, bt < L Together with (15),

2(50V7) = S(W1)) _ S(Wa) — S(W1) _SOV”)

B - - B’

ZUH EW2\W, be

from which we have S(W*) < 25(W;). Integrating it into
(14), we have

gj|Wj71

_ p9ilwia
2S(W7~71 U wj))

25(Wq) =

gj|Wj—1
S(W*)

p; < B
which contradicts with the assumption that p; > B gél(%: )1 .
According to the discussion above, we conclude that

9ilw;
pj < By O

With Lemma 2, it is straightforward to derive the follow-
ing theorem.

Theorem 6. The platform is budget feasible.
Proof.

9j|Wi—1
wjEW* w; EW* S(W )
i.e., the total payment to winning workers is confined to the
platform’s budget B. O

6.3 Economic Properties

In the following, we show that the critical economic
properties, including truthfulness and individual rationality,
are also achieved in ULPT.

Theorem 7. The MCS market is truthful.

Proof. Suppose worker w; bids b; other than its truthful cost
c;j. We first consider the scenario where b; > c;.

e Case 1: w; wins with both ¢; and b;. According to
the payment policy, a winning worker’s payment is
independent to its bid. Thus, in either case it receives
the same payment p;. Therefore, u;(c;,b_;) = p; —
¢j = u;(bj,b_j).

o Case 2: w; wins with ¢; but loses with b;. Therefore,
uj(cs, bj) > u;(bj, bj) = 0.

o Case 3: w; loses with ¢; but wins with b;. It implies
gj‘fs L gj“;vf L and thus ¢; > b;, which contra-
dicts with the statement b; > c¢;. Therefore, this case
will not happen.

o Case 4: w; loses with both ¢; and b;. Then u;(c;, b—j;)
= u;(bj, b—j) = 0.

9

From the discussion above, u;(c;,b_;) > u;(b;,b_;)
when b; > c¢;. The proof is similar for the scenario where
b; < c¢j, which is omitted due to space limit. According to
Definition 5, we derive the conclusion. O

Theorem 8. The MCS market is individual rational.

Proof. For any winner w; € W, if we can show that ¢; <
ok

b, for a certain w; € W, then ¢; < b7, < p; and thus the

theorem exists.

For this purpose, we identify this worker w; ;) as the one
selected in the [-th iteration for the payment determination
(and thus the [-th winner of W*) and also selected in the
Jj-th iteration for winner determination (and thus the j-th
winner of W). Then W,(;y_1 = W;_1, and accordingly,

. 9w,
by < g “ 9;\\;/\]}71 _ g . IWiy—1
(W) SWigy-1) + 95,5,
B 95w, 5y — B 9iWyy_
<5, TMGm N LA TC e WP
2 SOWii;))

SV -+ a2

From the assumption of w(;), it can be inferred that it is
selected in a later order than w; in the winner selection pro-
cedure, and thus [ > j. Therefore, 9i Wiy > 91 Wiy

which explains the second inequality above. Due to the

similar reason, we have gl(j;l':/:j . gm;v?' —L and thus
J J
by < O X I _ bu) X 9 Wiy 1 a)
Gi(5)IW; 1 D) Wiy -1
Meanwhile, according to the payment rule of Algorithm
i) X 95w, 951w, ;

1, b¥ = min -1 B _-1 4 Together
3 4(5) Wiy 2 SWi) 8
with (16) and (17), we have b; < b Diap- Since Theo-
rem 7 states that b, = c¢;, then ¢ = b < b;l ) <

argmax., - bj, = p;. According to Deﬁmtlon 6 we
derive the conclusion. O

7 RELATIONS AMONG PRIVACY, ACCURACY AND
BUDGET FEASIBILITY

From the discussion in the previous section, our mecha-
nism guarantees §;-privacy, (., 3)-accuracy, and budget feasi-
bility, in addition to critical economic properties. In this sec-
tion, we further explore intrinsic tradeoff relations among
these three and provide insights for designing desirable
MCS markets.

7.1 Privacy-Accuracy Tradeoff

Since it is difficult to derive an explicit expression for
accuracy-privacy tradeoff, we leverage a term, called privacy
index.

Definition 6. The privacy index of an MCS market is defined as
I = |H|, where H = {w; : § < &, w; € W*}, with &y a given
non-negative real value.

Privacy index is in fact the number of winning workers
who have relatively high privacy requirement (i.e., low
privacy budget). Generally, the larger privacy index is, the
higher privacy is guaranteed in the MCS system. Thus, it
reflects the overall privacy achieved in MCS. We then have
the following lemma.
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Lemma 3. Given a winning worker set W*, denote by L+

and E%) their two true location sets at Hamming distance K €
[0, [W*|], that differs exactly on K workers’ locations. Then,

Prlloss(Lyy+) > o] = Pr[loss(ﬁ%{*)) > af

where loss(Lyy+) and loss(ﬁ%)) are geo-information loss

caused by these workers when they locate at Lyy- and Cg,{,{*),
respectively.

Proof. Consider £$f;1) and LY, two location sets of W* at
Hamming distance 1. Let wy, be the one who locates differ-
ently, say [, and [}, in these two sets. Assume that I, and [},
are mapped to z;, € Zj, and z;, € Z;, respectively, via wy,’s
location obfuscation mechanism, with d(ly, zx) = d(1},, },)-
Then,

exp[E (ry, — d(lx, 21))]

Prizp|ly] = -
szezk eXP[%(Tk — d(lk, Zi))]
(3% ro
exp[=E(ry — d(l},, z
= it o . ’“3){ = Priz ). (8)
2oz, ezy explaf (re — (U, 21))]
Recall that the correctness of

DIFWTA eXp[%:(Tk —d(lk, Zr))] =
Ysez) exp[f—’;(rk —d(l},,%;))] has been discussed in
the proof for Lemma 1. Thus, the second equality above
holds. (18) implies that the probability for ﬁ%:l) and ,c(v’f,l
producing the same drift distance set is the same. Due to the
fact that the same drift distance set leads to the same geo-
information loss as indicated by loss = 3., cyw- d(lj, %)),

we have Prlloss(C\%. ") >a] = Prlloss(Liy).) > al.
Finally, Crlloss(Cw:)>al Hf:lw _

Pr[loss(ﬁi,c(*) )>a]

Pr[loss([ﬁg\i* )>a]
which ends the proof.

Lemma 3 reveals an interesting property of our mech-
anism. Given the same set of winning workers, as long
as their location obfuscation mechanisms stay unchanged,
the probability these workers cause the same geo-information
loss is equal even in multiple MCS auction instances where
they locate differently. This is because that geo-information
loss is caused by workers’ location obfuscation mechanism.
Though workers have different true locations, as long as
they employ the same location obfuscation mechanism, their
generated obfuscation locations in the set Z; will have the
same drifted distances and thus contribute identical geo-
information loss. Therefore, two worker sets that differ
exactly K locations about their genuine locations also have
the same geo-information loss. Based on Lemma 3, we
are ready to introduce the theorem in measuring privacy-
accuracy tradeoff.

Theorem 9. Privacy vs. Accuracy. Assume that winning
workers W* provide («v, 1/2)-accurate MICS services. For a given
Io, if I < Iy, then a > ™5 Iy, where Tmax = MaXj, e Ty

Proof. The proof is conducted via the contradiction method.
Assume that o < Ip™=e=. The remaining task is to elaborate
that this assumption cannot exist.

Consider a winning worker set H C W™ which is
derived following Definition 6. We partition H into two
parts, H and H_. Specifically, let d; = d(l;, z;) and then

H-{-:{wj:djz%}’H_:{wj:dj<%}

10

Thus, H = H4+ UH_ and H4 NH_ = (). There must be one
set, either H or H_, such that its privacy index is at most
1/2. Without loss of generality, we assume I(Hy) < I/2.
Consider #H’s two location sets £y, and L, where L), is
formulated in the following way.

Ifw; € H_, then d; = d;. If w; € H,, then

/ dj—%, ifdj>%
4= i+ ifd <
] 2’ ] 2

We have

[loss(Ly) — loss(LYy)| =

> (dj—d))

Jiw;E€H4
1 max max max
-5 X gTQ I(’H+)§T4 Ig’"4 Io. (19)
Jrw;€H 4

Since L3 and £, have the Hamming distance of |H|,
by implementing Lemma 3 and the statement that WW*
provides (a, 1/2)-accurate services, then

Pr[loss(Ly,) > o] = Prlloss(Ly) > a]

1
< Prlloss(Lyy+) > a] < 7

Together with loss(Ly) > loss(L5,) — ™51 indicated by

(19), then Pr[loss(Ly) > o — ™= 1] < 1/2. According to
the discussion above,

Pr[a — rnj%fo <loss(Ly) < a] < 1/2. (20)

On the other hand, since a < T“}%IO, then
Prlloss(Ly) > o — T==Iy] = 1. Besides, Prfloss(Ly) <
a] > Prlloss(Lyy+) < o] > 1/2. Thus

Prla — IOTITX <loss(Ly) < a] >1/2. (21)
Apparently, (20) and (21) contradict with each other. There-
fore, the assumption that a < “}%Ig is wrong, and thus
« Z Trrj%[o O

Theorem 9 describes the relation between the overall
privacy achieved by winning workers and service accuracy.
Generally, when better overall privacy is achieved, the lower
service accuracy the platform provides.

7.2 Privacy-Budget Tradeoff

Theorem 10. Privacy vs. Budget Feasibility. For a given
budget B, the privacy leakage budget from each winning worker
w; € W* should satisfy

&< (B/2-c)/c. 22)

Proof. This statement can be easily inferred from Theorem 7
and (16). Specifically, ¢; = ¢ + cf ¢ = b; < B/2, and thus
§ < (B/2=¢j)/¢j. O

From the perspective of the platform, when it has a small
budget amount, it can only afford to select workers who
impose high privacy requirement, i.e., low privacy leakage
budget &;, to execute sensing tasks. This is intuitive that
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these workers upload sensing reports with more noisy loca-
tions and thus ask for less compensation for their privacy
loss.

The result from Theorem 10 can also be leveraged to
accelerate an auction process. Before an auction begins,
the platform broadcasts its budget B to all workers. Upon
receiving this message, each worker finds out if its privacy
leakage budget meets the condition specified by (22). If no,
this worker is less likely to win in this round of auction.
Thus it is wiser to wait until the platform increases its
budget. With the decreased number of participating work-
ers, winner selection and payment determination would be
conducted more efficiently.

7.3 Accuracy-Budget Tradeoff

Theorem 11. Quality vs. Budget Feasibility. For a given
budget B and confidence level (3, the platform provides (c, 3)-
accurate services with

11

Let = >, ey~ d;- According to Definition 2, the mecha-
nism achieves («, ) service accuracy. On the other hand,

w5 2(ry —dj) & d
1- W—ijdj = exp[— 22]
2(r; — d;) &y
> #GXP[_Tié]
=d;j >, (l—l- — M™V/B) exp] {; ) (23)

Then, we can have the conclusion that
Prid(l;, z;) < d;] = ™V/B
in which d; > r; (1 +3(1- 'WW)exp(%)>7

Applying this intermediate conclusion to all winning
workers, we can have that Based on (22) and (23),

odi= Y o (1+ (1— ™YB) exp[ )_1

~1
2 —c3 w; EW* w; EW*
a> Z T <1+ — WV/B)exp| 27 J]) . a - -
w * B 2 —
s > > <1+ — wYBexp 2L ])
Proof. For an arbitrary winning worker w; € W* who w, EW* QCp
locates at I, we define Sy, /o = {2, : d(l,2;) < d;/2} and
Sq, = {2 + d(l;, 2j) > d;}, where d; is a parameter taking The proof ends. -
value from [Ar;, 7j]. Theorem 11 tells that « has a negative correlation with
Pr[Sy ] budget B. Recall that « is the upper bound of geo-information
W]] loss provided by the platform for a given 3. Therefore, in
4/2 e E' order to achieve a lower «, thus potentially a smaller geo-
> eXP[Tj.(Tj —d(l5, 25))] /Z eXP[TZ( 5 — d(lj,25))] information loss, the platform needs to prepare for a larger
_FE5y I A amount of budget B. This statement meets our expectation—
> exp[ ( —d(ly,2}))] > exp[% (r; — d(l;, zj))petter service accuracy requires the platform to recruit work-
ZiEZ, 2j€84;/2 ’ ers with larger privacy leakage budgets which, in turn, ask
j for higher privacy loss compensation.
> expl(r; d(l»Z‘))] ; gher privacy P
_wsy, T @ ISal el — dy)]
> exp[%(rj —d(l, %)) |Sq, /2|exp[ (rj - %)] 8 PERFORMANCE EVALUATION
Zj €Sy . /2 . . . . .
7 In this section, we conduct a series of simulations to
_ |54, ox [_é;g df i g @ rj —d; 2A7‘j ox [_é;g d; ] evaluate performances of the proposed ULPT. Follow prior
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find information about services, make complaints, or report
problems like noise pollution or road damage. In simula-
tions, 167355 data entries from Manhattan area have been
extracted. We focus on noise complaints. According to 311
records, noise is the third largest category of complaints.
As shown in Fig. 3, the circles represent noise complains
received in that area. A darker a circle indicates more com-
plains observed. When complaining about noises, people
are required to provide the location, time, and a fine-grained
noise category, such as loud music or construction. Hence,
the 311 complaint data about noises can be viewed as a
result of crowd sensing, leveraging “human as a sensor”. As
anote, 311 dataset has been widely adopted in social/crowd
sensing related research.

In the evaluation, we treat 311 users as sensing work-
ers in MCS and their complaints as sensing reports. Be-
sides, since each complaint is associated with a location
coordinate, such information is used to emulate its re-
porting worker’s true location. We further set the rest
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parameters as follows. The numbers in bold are the de-
fault values if not mentioned otherwise. A worker’s ob-
fuscation range r; ranges between [1,---,5,---,10/km.
Its location privacy leakage budget ; is selected from
[0.01,0.02,- - ,0.1]. Besides, the platform’s budget B takes
value from [20,---,100]. The confidence level is set to
B8 = 0.3,0.5,0.9,0.95]. Our code runs on a desktop with
3.4GHz Intel i7 CPU and 16 GB memory. All simulation
results are the average over 100 trials.

8.1 Performance Benchmarks

8.1.1 Performances of Our Location Obfuscation Mecha-
nism

The proposed location obfuscation mechanism generates
an alternative location to substitute worker w;’s genuine
one so as to protect its location privacy from the platform.
As discussed in section 5.2, workers are allowed to cus-
tomize its own obfuscation mechanism by selecting different
obfuscation radius r; and privacy budgets £;. We then
evaluate the impact of these parameters to the geographical
distributions of the obfuscated locations.

Impact of Privacy Leakage Budget £;. We consider both
scenarios of a randomly selected worker that has signifi-
cantly different privacy budgets, i.e., §; = 0.1 and §; = 5,
respectively. Fig. 4 depicts w;’s obfuscated locations gener-
ated in its established polar coordinate system with a fixed
r; = 1km in 1000 runs. We observe the obfuscated locations
z; are more concentrated around the w;’s genuine location
(which is the center of the polar coordinates), when a larger

(a) Privacy budget £; = 0.1.
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(b) Privacy budget ; = 5.

Fig. 4: Obfuscated locations under different privacy budgets.

270°
Fig. 3: The noise complain distribution in the (a) Concerned radius r; = 0.2 km.

Manhattan area according to New York City’s
311 database.

(b) Concerned radius r; = 10 km.

Fig. 5: Obfuscated locations under different location obfuscation ranges.

privacy budget is chosen. This is because the probabilistic
mapping function (7) tends to choose the locations that are
close to I;. It would be even more biased as the increase
of ;. Clearly, location privacy is better protected under a
smaller ¢;.

Impact of Obfuscation Range ;. Fig. 5 further depicts
the impact of obfuscation range r; to the geographical
distributions of the obfuscated locations given ¢; = 0.1.
We observe that the locations generated in Fig. 5(b) is more
evenly distributed than those of Fig. 5(a). This is because
privacy budget {; = ¢;/r; is much smaller by selecting a
larger r;. Following (7), the chances of choosing different
locations within the location obfuscation set are more likely
to be equal under small privacy budgets &;.

8.1.2 Performances of Our Heuristic Algorithm

We then show performances of the proposed heuristic
algorithm in terms of its optimality gap and computation
efficiency. For this purpose, we compare it with the optimal
solution, which is obtained by exhaustive search. We enu-
merate each possible solution of the reformulated GLMP
and identify the one producing the minimum value «.. Note
that CPLEX optimizer [61], the conventional tool to solve
standard optimization problems, is inapplicable here due to
the square root involved in the objective function.

Optimality Gap. The impact of task size N and worker
size M are examined in Fig. 6(a) and Fig. 6(b), respectively.
We observe in Fig. 6(a) that o increases as the number
of task grows. This is because when there are more tasks,
more winning workers are recruited, which leads to larger
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TABLE 2: Comparison between exhaustive search and the heuristic algorithm in terms of computation efficiency.
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MCS market siz M = 40 M =50 M =170 M =100 M = 140 M =170 M =180 M =190
arket size N =20 N =30 N =50 N =80 N =80 N =90 N =90 N =100
Exhaustive search 29631 ms | 592.05ms | 751.05ms | 122635 ms | 2141.75ms | 287843 ms | 3384.36 ms | 4967.41 ms
Heuristic algorithm | 128.69 ms | 134.92ms | 156.60 ms | 210.37 ms 227.33 ms 256.73 ms 274.61 ms 309.06 ms
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Fig. 6: Optimality gap of the heuristic algorithm under
different settings.

accumulated geo-information loss. Meanwhile, we have an
opposite observation with respect to the number of workers
in Fig. 6(b). This is because the platform can potentially
choose from a larger audience of workers with larger pri-
vacy leakage budgets that cause less geo-information loss. In
addition, we note that the heuristic algorithm generally have
higher « than the optimal one. For example, when N = 20,
« = 73.46 for the former, while o = 48.75 for the latter. This
optimization gap is a result of two reasons: Firstly, in trade
of shorter computation time, the heuristic algorithm gives
the computation accuracy away to search for a good solution
of the GLMP which is not necessarily the optimal one. More
importantly, the exhaustive search does not consider &;-
privacy, truthfulness or individual rationality, while these
properties have been formally proved to exist in our design
through Theorem 5, Theorem 7 and Theorem 8.

Fig. 7 further shows the optimality gap with respect to
the task size N and worker size M. It is observed that
the gap increases with the growth of N and M. Hence, it
is harder for the heuristic algorithm to derive a close-to-
optimal solution in large MCS markets. For example, the
gap is 1.43 when the task size N = 10; it increases to 1.9
when N = 40. This is because the upper bound of the
optimality gap is positively correlated with the task size N
as indicated by equation (13).

Computation Efficiency. Table 1 compares the computa-
tion time for both algorithms under different MCS market
sizes. Particularly, under the setting M = 190, N = 100, it
only costs 309.06 ms for the heuristic algorithm to find the
solution, while that for the exhaustive search is significantly
larger, i.e., 4967.41 ms. The latter is about 16 times the for-
mer. Besides, the performance improvement becomes more
apparent in a larger market setting. Therefore, our algorithm
is suitable for MCS, which typically involves a large number

=
0~
Gained advantage Az 4, [l;]
2

Gained advantage Ap 4[1j]
g

0 0.02 0.04 0.06 0.08 0.1
Privacy leakage budget &;

123 456 7 8 910
Obfuscation range r; (km)

(a) Impact of &;. (b) Impact of r;.

Fig. 8: Platform’s posterior knowledge gain with respect to
worker’s privacy leakage budget and obfuscation range.

of workers.

8.2 Privacy Protection

To evaluate the performance of location privacy preserv-
ing, we examine the platform’s posterior knowledge gain
Apdv [lj] towards workers” genuine location [; given the
reported location z;. An arbitrary worker w; is randomly
selected and is allowed to determine its own location ob-
fuscation mechanism, which includes selecting the privacy
leakage budget {; and obfuscation range ;. We then evalu-
ate the impact of these two parameters to Aag[l;].

Impact of Privacy Leakage Budget ;. Fig. 8(a) depicts
the platform’s posterior knowledge gain Aaq[l;] when w;
chooses different £; with a fixed r; = 10km. We observe that
Apav[l;] increases as the growth of worker’s privacy leakage
budget. Specifically, Aag[l;] = 1.018 when &; = 0.03,
while it reaches 1.043 when ¢; = 0.07. It validates the
theoretical results derived in Theorem 5. With a smaller &;,
the obfuscated location z; tends to be generated with a more
evenly distribution. Thus, the knowledge of z; provides
the platform less advantage to correctly infer the worker’s
location [;.

Impact of Obfuscation Range r;. Fig. 8(b) further de-
picts the impact of obfuscation range 7; to Aagy[l;] under
a fixed ¢; = 0.1. It is observed that with the increase of
worker’s obfuscation range r;, the Aaqgy [lj] decreases. This
is because &; = €;/r; is smaller under the larger ;. And,
following the Theorem 5, the worker’s location can be better
preserved when a small §; is selected.
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8.3 MCS Service Accuracy

We evaluate the service accuracy by examining o with
respect to £ and f3, respectively. Specifically, { is defined
as ming.,;ew~ &§j, i.e., the lowest privacy leakage budget
among all winning workers.

Impact of Minimum Privacy Leakage Budget . In the
experiments, we intentionally use ¢ instead of §; in the
figure. In specific, as §; decreases, it means w; tends to
add more noise to its location. According to our design,
it becomes less likely to be selected as a winning worker.
In this case, it is pointless to consider the relation between
the associated £; with «. To resolve this issue, we employ &
to reflect the privacy leakage budgets &;’s from individual
winning workers instead; when they have smaller budgets,
& becomes small accordingly, and vise versa.

Fig. 9(a) implies that a better service accuracy, i.e., a
lower ¢, is achieved when workers select larger privacy
leakage budget. Specifically, a = 90.25 when £ = 0.01,
while it drops to 81.51 when £ = 0.09. It coincides with
the conclusion of Theorem 9. When §; increases, i.e., every
worker has a larger privacy leakage budget, { increases as
well, which leads to the decrease of the privacy index I of
an MCS market. Besides, for a given Iy, if I < Iy, then
o> T"X‘" Iy. Therefore, a larger £ results in a smaller «.

Impact of 3. Fig. 9(b) depicts the relation between «
and 3. We observe that « increases as the growth of 3.
For example, & = 0.23 when 8 = 0.3 and o = 0.34
when 8 = 0.9. Recall that 3 is the confidence level for the
statement loss < a. Then, when we want to estimate service
accuracy with higher confidence, a more conservative and
thus a relatively large o will be given.

8.4 Budget Feasibility

In this section, we evaluate the impact of platform’s
budget to MCS market performances.

Impact to Aagy[l;]. Fig. 10(a) examines the platform’s ad-
vantage in inferring two arbitrary workers” exact locations,
whose privacy budget is set as 0.01 and 0.05, respectively.
We observe that the Aaqy[l;] is independent from the budget
B. This is because each worker independently determines
their location privacy budget &;, which implies how much
advantages the platform can gain about the true location ;.
This value is not correlated to the platform’s budget.

Impact to service accuracy «. Fig. 10(b) shows the
impact of B to o. We observe that o decreases as B grows.
Specifically, o = 100.26 when B = 20, and it drops to 78.43
when B = 100. This is because a large amount of budget
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allows the platform to recruit workers who provide more
accurate sensing reports. As a result, the service accuracy is
enhanced.

Impact to Privacy Index I. Fig. 10(c) clearly illustrates
a tradeoff relation between B and the market overall pri-
vacy, represented by privacy index I. I decreases as the
increase of B. This is because the platform can hire workers
who have larger privacy leakage budgets with a larger B.
Consequently, the overall privacy achieved by the market
becomes loose. Meanwhile, the overall privacy experiences
stable changes when B is larger than 60. Therefore, if the
platform also emphasizes over worker’s location privacy, it
should confines its budget within 60 in an auction.

Impact to Winning Workers’ Payments. Fig. 10(d)
shows the impact of platform’s budget to winning workers’
payments. Specifically, we examine three winning workers
with different privacy leakage budget at 0.01 and 0.05. First
of all, we notice that both payments increase as B grows.
It meets our payment determination procedure. Besides, we
also notice that the worker with a higher privacy leakage
budget are paid more. For example, when B = 40, worker
1 is paid as 5.56 while worker 2 is paid as 8.68. This is
because the worker discloses more information regarding
its true location during sensing result reporting. As a result,
they ask for higher payment to compensate their privacy
loss. Therefore, if a worker has loose location privacy re-
quirement, it can choose to report a less obfuscated location
and ask for a higher payment from the platform.

8.5 Relations Among Privacy, Accuracy and Budget

We further illustrate in Fig. 11 the relations among
privacy, accuracy and budget achieved by our mecha-
nism. Different confidence levels of 3 are considered, § =
[0.3,0.5,0.9]. The 3D curve is projected to B — « plane
and o — I plane. Its projection to the B — « plane ex-
actly shows the tradeoff between the platform’s budget B
and service accuracy «. When the platform has a larger
budget, the service accuracy (and thus the inverse of «)
increases. The 3D curve’s projection to the o— I plane shows
the tradeoff between the service accuracy and the overall
achieved privacy. Particularly, when the platform aims to
provide services with better accuracy, the privacy index [
diminishes, i.e., there are less winning workers with strong
privacy protection.

8.6 Worker’s spatial distribution

We evaluate the impact of worker’s spatial distributions
by settings workers’ locations within different distribution
ranges. A small distribution range represents workers are
located within close proximity and vice versa. As shown in
Fig. 12, there is no noticeable advantage for the adversary
to infer worker’s true locations. This is because each worker
protects its location independently following its own pri-
vacy budget £;. As proved in Theorem 5, this advantage
is confined within exp[¢;]. In conclusion, the changes in
worker’s spatial distribution do not impact the adversary’s
gained advantage.

Workers make their reports individually and indepen-
dently. Besides, their locations are obfuscated locally by ap-
plying the proposed location obfuscation mechanism with
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their customized privacy-preserving budgets ¢;’s, regard-
less of peer worker’s locations or strategies. Each worker
w;’s reported location is randomly selected from its own
location obfuscation set Z;. Even multiple workers are
within close proximity, their obfuscated locations can be sig-
nificantly distinct from each other. Thus, the a combination
of multiple random locations would not provide any extra
advantage to the platform.

0.98 |

Gained advantage A4q, (1]

20 25 30 35 40 45
Distribution range (m)

15 50

Fig. 12: Impact of worker’s spatial distributions.

9 DISCUSSIONS

As suggested by [23]-[27], worker’s sensing data can
potentially disclose critical private information such as loca-
tions, trajectories, habits, preferences, and so on. To resolve
this issue, extensive prior efforts have been devoted to pro-
tecting data privacy in the context of MCS [4], [5], [47]-[53].
Unlike these works, here we focus on mitigating worker’s
location information leakage caused by direct embedding
their geographic positions in their sensory reports. We be-
lieve existing schemes on protecting sensing data privacy

can be easily adapted to our framework. Meanwhile, our pa-
per does consider the impact of correlation between sensing
data and location information. Specifically, we formalize the
adversary’s prior knowledge regarding a worker’s genuine
location into a probability distribution Pr[l;]. Part of the
prior knowledge can come from the side-channel mentioned
above. This work aims to ensure that the adversary cannot
gain extra information on a worker’s location by observing
its obfuscated location in the sensing report.

One limitation of our scheme is the privacy leakage
caused by continuous reporting. Our location protection
scheme is developed based on the framework of differen-
tial privacy (DP). Hence, it heritages the limitation of DP
in some aspects. The most relevant one is extra privacy
leakage caused by continuous reporting. Specifically, from
the perspective of the platform, w;’s equivalent value of
&; increases as the worker submits multiple perturbed lo-
cations, all generated under ;-privacy. Such a property is
called sequential compositions under differential privacy [14],
[15]. As a possible approach, a worker can start from a lower
privacy leakage budget {; < &;, where §; is the worker’s
target budget. {; can be calculated if the worker has an
accurate estimation of the number of sensing tasks 7" it aims
to attend. Then the target &; will be achieved after T" rounds
of submission with obfuscated location z; perturbed under

&

10 CONCLUSION

We construct a location privacy trading framework,
ULPT, for MCS with an auction approach, where the
platform provides incentives to motivate workers to com-
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plete sensing tasks. We incorporate the notation of geo-
distinguishability in our mechanism design. Workers with
different location privacy leakage budgets have freedom to
choose how much privacy to disclose to the platform, in
trade of different monetary reward. Taking into account of
budget constraint, service accuracy, and privacy protection,
we formulate an optimization problem, which is proved to
be at least NP-hard. To efficiently solve it, a heuristic algo-
rithm is proposed, with bounded computation complexity
and optimality gap. More importantly, the paper provides a
rigorous theoretical analysis over the design objectives, in-
cluding &-privacy, («, B)-accuracy, budget feasibility, as well as
their comprehensive tradeoff relations. All these theoretical
results have been validated through extensive simulations
based on New York City’s 311 platform dataset.
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