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Abstract—Webcam-based video conferencing and live stream-
ing have become pervasive in daily life. During such sessions,
users often multitask by typing messages, notes, or emails while
keeping the camera active. Many users believe that their typed
information remains private as long as the webcam does not
capture the keyboard or hands. This paper reveals that this
assumption does not always hold. We present a new attack
surface for keystroke snooping in video streaming scenarios.
In particular, we introduce OptiVibe, an optical-vibration side-
channel attack that infers keystrokes directly from webcam video,
even when no part of the victim’s body or input device appears in
the camera’s field of view. Our key insight is that typing-induced
mechanical vibrations propagate from the keyboard to the
webcam and introduce subtle pixel displacement in the streamed
video. OptiVibe exploits this effect to extract vibration signatures
from webcam footage. It leverages the rolling-shutter mechanism
of CMOS sensors to recover high-frequency features despite
low frame rates. It further reconstructs missing information
caused by network-induced video quality degradation. Besides,
the attack does not need any prior knowledge of the victim user.
Comprehensive experiments validate the feasibility of this new
attack surface.

Index Terms—Optical-vibration side channel, keystroke infer-
ence attack, video calls, live video streaming

I. INTRODUCTION

Webcam-based video calls and live streaming have become
a routine part of daily communication. Users rely on these
platforms for work meetings, online classes, and social inter-
actions [1], [2]. During such sessions, it is common for users
to multitask, for example by typing messages, notes, or emails
while keeping the camera on. In these scenarios, users often
assume that typing is safe when their hands, keyboard, screen,
and even their body are outside the camera’s field of view.

This paper shows that those beliefs do not always hold;
keystrokes can be inferred from ordinary webcam video alone,
even when the keyboard, hands, and the user themselves do not
appear in the video. As long as the webcam is active, typing
activity can still leak through an unexpected channel. We
investigate a novel optical-vibration side channel that arises
during typing. Each keystroke generates mechanical vibrations
that propagate through the device structure and eventually
reach the webcam. Although these vibrations are invisible
to the human eye, they induce subtle camera motion. This
motion is captured by the webcam and embedded into video
frames as tiny pixel displacements in the background scene.
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Fig. 1. In a video call, as a victim types, keystroke-induced mechanical

vibrations propagate to the victim’s webcam and cause subtle pixel displace-
ment in video frames streamed to the attacker’s PC. The pixel displacement
bears rich information of victim’s typing content. The attacker, as a normal
participant in the same video call, can record the streamed video and infer
victim’s keystrokes from video frames.

An adversary who records the streamed video can later analyze
these signals to infer the typed text.

While the underlying idea is conceptually simple, construct-
ing a practical attack based on this side channel is faced with
several obstacles. First, keystroke-induced vibrations contain
important high-frequency components. These components are
critical for distinguishing between different keys. However,
commodity webcams typically operate at around 30 frames
per second, which severely limits the keystroke recognition
capability. Second, video calls are often carried over dynamic
network conditions. When bandwidth fluctuates, streaming
platforms adapt by lowering video resolution. This process
would lose fine-grained motion details in the video. Third, the
attacker has no prior knowledge of the victim user, including
typing behavior, the keyboard type, and device configuration.
Pre-training a user-specific model for keystroke inference is
infeasible.

To overcome these challenges, we design OptiVibe, an end-
to-end keystroke inference attack. OptiVibe extracts vibration-
induced motion from webcam video by analyzing subtle pixel
displacement in the background scene. It exploits the rolling-
shutter mechanism of CMOS webcams to perform temporal
up-sampling within each video frame. It thus recovers valu-
able high-frequency features for keystroke inference. OptiVibe
further incorporates depth-aware processing to normalize vi-
bration signals captured from objects at different distances.
To cope with information loss due to network dynamics,
OptiVibe reconstructs missing high-frequency features via a



novel feature synthesization approach. Finally, it performs
keystroke sequence inference using an unsupervised Hidden
Markov Model. The model learns directly from the observed
video stream and does not rely on any prior knowledge of
the victim’s typing behavior, device configuration, or keyboard
type.

To sum up, this paper makes the following contributions:
We identify a novel optical-vibration side channel for
keystroke inference attacks via webcam video. The attack
is feasible even when no body parts or keyboards are
visible.

We design OptiVibe, an end-to-end attack pipeline that
addresses practical challenges to launch the attack in real-
world video streaming environments.

We conduct a comprehensive evaluation across diverse
devices, keyboards, environments, and video conferenc-
ing platforms to validate the feasibility of OptiVibe.

The rest of the paper is organized as follows. Section
Il presents the threat model. Section III gives necessary
background to interpret the proposed optical-vibration side
channel. Section IV discusses a unique challenge of OptiVibe
under network dynamics and the corresponding solution. It is
followed by Section V that describes the end-to-end pipeline
design of OptiVibe. The evaluation is discussed in Section VI,
which is followed by the discussion of the proposed attack in
Section VIII. Section IX concludes the paper.

II. THREAT MODEL

Attack Scenarios. We consider a common video
call/conferencing scenario in which the victim participates in
an online meeting and shares their webcam feed with other
participants. The attacker is a legitimate participant in the same
video call. The victim turns on the webcam during the call.
To preserve privacy, the victim may intentionally position the
camera away from sensitive areas, such as hands or keyboards.
The victim’s body and head may or may not exist in the cam-
era’s field of view, up to the victim’s preference. The setting
is flexible. During the video session, the victim also types
textual content in a separate application. This content may
include messages, emails, notes and addresses. We assume that
the victim does not intentionally enable embedded background
blurring functions provided by the conferencing platform. The
video stream therefore preserves natural background details,
which is the default configuration in many platforms and
widely used in practice.

Attacker’s Capability. Throughout the session, the attacker
continuously records the victim’s streamed video on their
own machine using widely available commercial recording
tools (e.g., [3]). The attacker records only the content that is
legitimately visible to a normal participant in the session. The
attacker’s goal is to perform offline analysis on the recorded
footage to recover the typed content from the victim during
the video call.

The adversary cannot deploy any external sensing equip-
ment around the victim. The attacker does not compromise
the victim’s system. They do not hack the webcam, modify
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Fig. 2. (a) Laptop configuration, (b) desktop configuration with an external
webcam, and (c¢) an MDOF representation of keystroke-induced vibration from
the keyboard to the webcam. Red arrows indicate the vibration path.

(c) Different Dy, at
different distances

(a) Initial status (b) Camera moved

Lens

CMOS =

Fig. 3. Illustration of how webcam motion is mapped to pixel displacement
under imaging geometry. (a) Initial configuration, where D, denotes the
distance between the light source (L.S.) and the lens, and Dy; denotes the
focal length. (b) Camera motion induces apparent pixel displacement Dy, on
the CMOS sensor while the light source remains stationary. (c¢) For the same
camera motion, objects at different depths D,; and D,2 exhibit different
pixel displacement magnitudes due to depth-dependent geometric scaling.

the operating system, or interfere with the video conferencing
application. No malware is pre-installed on the victim’s device.
Furthermore, the adversary has no prior knowledge about the
victim or the victim’s devices. This includes the victim’s
typing behavior, keyboard model, webcam type, or laptop
configuration. The attacker does not possess labeled training
data of the victim’s keystrokes.

III. BACKGROUND: OPTICAL—VIBRATION SIDE CHANNEL
IN VIDEO STREAMING

This section establishes the foundations of the opti-
cal-vibration side channel exploited by OptiVibe. We first
describe how keystroke-induced mechanical vibrations propa-
gate through the device structure and result in subtle webcam
motion that appears as pixel displacement in video frames.
We then explain how the rolling-shutter operation of CMOS
sensors converts this motion into high-frequency-rich samples.
Finally, we present a feasibility study that empirically demon-
strates the existence of the proposed new side channel under
controlled environments.

A. A New Optical-Vibration Side Channel

When a user types, keystrokes induce mechanical vibrations
that propagate from the keyboard to the webcam through me-
chanically coupled components (e.g., the device body, hinge,
and webcam mount) as shown in Figure 2. This transmission
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Fig. 4. Left: Pixel array structure of a CMOS sensor; Right: rolling shutter
operation in CMOS.

path can be modeled as a Multi-Degree-Of-Freedom (MDOF)
mass—spring—damper system [4].

In this model, the unique mechanical properties of the path
(e.g., mass, stiffness, and damping) act as a physical transfer
function. While the specific parameters of these intermediate
components are unknown to a remote adversary, the MDOF
structure ensures that the resulting webcam displacement,
denoted by X(t), is a deterministic function of the input force
F (t). Consequently, the characteristics of X(t) can serve as an
indicator of each specific keystroke.

Under a pinhole camera model, the webcam displacement
X(t) translates into pixel-level object displacement, denoted by
Dpm(t), in the captured video as illustrated in Figure 3. The
relation between X(t) and Dpm(t) can be expressed as

X(t) 7 K Dpm(t): €))

Here K = Dy=Dg¢| represents a scaling factor based on
the camera-to-object distance D, and focal length D¢. The
negative sign indicates that camera motion appears as object
motion in the opposite direction.

To sum up, the novel optical-vibration side channel for
keystroke inference attacks can be described as follows: When
the victim presses a key, the keystroke force F (t) is propagated
through the device’s mechanical MDOF structure to produce
a physical webcam displacement X(t). This displacement is
then mapped to the pixel displacement Dy, (t) in video frames
available at the attacker.

B. Up-sampling the Side Channel via Rolling Shutter

We next describe how to estimate the pixel displacement
Dpm(t) from webcam video. It is estimated by computing
optical flow between consecutive video frames using the
calcOpticalFlowFarneback () implemented in OpenCV [5].
This function takes two adjacent frames as input and outputs
a dense field of per-pixel motion vectors. We aggregate the
magnitude of these motion vectors to obtain a one-dimensional
temporal signal. This signal approximates the vibration-
induced pixel displacement and is denoted as Iﬁpm(t). In
typical online video conferencing or live-streaming settings,
the effective frame rate is often at or below 30 fps. Under
frame-level sampling, the Nyquist sampling theorem limits the
maximum recoverable frequency to half the sampling rate,
ie., 15 Hz. As a result, frame-level sampling alone loses
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Fig. 5. Extracted one-dimension optical flow (a) before and (b) after rolling-
shutter-based temporal up-sampling. One second of video originally sampled
at 30 fps (30 samples) is upsampled to an effective 720x30 = 21,600 temporal
samples by exploiting row-wise exposure offsets.

most high-frequency vibration components that are critical for
distinguishing individual keystrokes.

To overcome this limitation, we exploit the rolling shut-
ter effect inherent to CMOS image sensors following prior
works [6], [7]. Instead of exposing the entire sensor simultane-
ously, rolling shutter exposes the pixel array row by row, where
each sensor row begins its exposure with a small temporal
offset. These row-wise exposure delays introduce additional
intra-frame temporal samples that effectively increase the
sampling rate beyond the frame rate. Let t denote the time
delay between the exposure of two adjacent sensor rows. The
row-wise exposure delay and the corresponding maximum
resolvable vibration frequency can be approximated as

t L ; f !,

fps Nrows' mex 2t

Here, N;ows is the number of sensor rows in the captured video
frame. For example, with a frame rate of 30 fps and 720
sensor rows, t 7 46:3 s. Then the maximum recoverable
frequency significantly increases to 10.8 kHz (from 30 Hz).
Figure 5 shows the effect of applying rolling shutter to up-
sample the one-dimension optical flow signal. The up-sampled
signal bears much richer information regarding the keystroke.

C. Feasibility Study

A feasibility study is conducted to validate the proposed
optical-vibration side channel. All experiments are performed
under a controlled setup. To eliminate the impact of network
dynamics, participants do not initiate real video calls. Instead,
they turn on the built-in webcam and record the video stream
locally using standard recording software. This allows us to
analyze raw webcam output without compression or resolu-
tion changes caused by network conditions. Each participant
presses the keys ”a”, ’b”, and *y~” 20 times each. All
keystrokes are performed under identical environmental condi-
tions. For each recorded video, we extract a one-dimensional
vibration signal following the method described in Section
III-B. For each keystroke segment, we compute its frequency-
domain representation using the Fast Fourier Transform (FFT).
The spectra are derived by averaging all the trials for each key.

Figure 6 presents the result. The three keys exhibit distinct
frequency patterns. Differences are especially visible in higher
frequency bands. Lower frequency components appear more
similar across keys. This is because high-frequency compo-
nents are more sensitive to key location and local structural
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Fig. 6. Top: FFT spectrum of optical ow induced by pressing kegs , "b' , and’y' . Bottom: Zoomed-in frequency ranges illustrating distinct high-
frequency characteristics across the keys: 450-550 Hz (a), 1-100 Hz (b), 4.26-4.36 kHz (c), 7.03—7.13 kHz (d), and 9.0-9.1 kHz (e).

resonances. Low-frequency components mainly re ect global
device motion. As a result, they carry less discriminative
information.

Conclusion. This study con rms the existence of the pro-
posed optical-vibration side channel. Different keys produce
distinguishable vibration patterns in webcam video. The re-
sults also validate effectiveness of rolling shutter. Row-wise
exposure effectively increases the temporal sampling rate.
This allows the recovery of high-frequency vibration features,
which contain critical information for keystroke inference.

IV. DEALING WITH VIDEO RESOLUTION CHANGES
UNDER POORNETWORK CONDITIONS

A. Impact of Poor Network Conditions

In the previous section, we validate the optical-vibratioff9: 7- Spectrograms of the recovered optical ow at different resolutions
. . " ., _while typing “hello”. The maximum recoverable frequency drops as the
side channel under 'de.al conditions, Where We_bcam Vide@Solution degrades. Therefore, useful information to for keystroke inference
are recorded locally without network-induced distortion. I lost too.
practice, however, video quality is dynamically adapted in
response to network conditions; spatial resolution is often kevstroke discriminati i i i h high
reduced when bandwidth becomes limited. We therefore ex!'¢€ KEYSIOKE discriminalion refies primarily on these nigh-

amine how resolution degradation affects the proposed sigauency components, resolution degradation leads to the loss
channel of information that is critical for accurate keystroke inference.

Recall that our approach exploits the rolling-shutter effe
to up-sample the optical ow. Rolling-shutter sampling relie
on per-row temporal offsets: each image row is exposed atThis part focuses on reconstructing the missing high-
a slightly different time, so as to provide multiple tempordirequency features in the optical ow caused by network
samples within a single frame. When video resolution isictuations.
reduced, the delivered video undergoes spatial down-samplingl.et F = [F_;Fy] denote the frequency-domain feature
which aggregates multiple sensor rows into fewer output rowgactor extracted from a keystroke's optical ow under nor-
As a result, the number of rows contributing distinct rollingmal (high-resolution) conditions. Hefe, andFy represent
shutter samples decreases. This reduction directly lowers the low- and high-frequency components, respectively. When
effective temporal sampling rate of the rolling-shutter signagsolution is degraded, high-frequency components become
and thus reduces the maximum recoverable vibration freravailable, and the observed feature reducés tof F | ; 2],
qguency. This effect follows directly from Eq. (2): d$,0ns With F remaining unchanged.
decreased,nax decreases proportionally. For example, given Our key idea is to reconstruct the missiRg of a degraded
a frame rate at 30 fps, as the resolution is reduced frdkeystroke by leveraging previously observed keystrokes with
720p to 480p, the maximum recoverable frequency drops fraimilar low-frequency structure that were captured without
10.8kHz to 7.2kHz. Figure 7 shows the impact of videcesolution degradation. Intuitively, if two keystrokes share
resolution changes. It complies with what is discussed abog@milar low-frequency vibration characteristics, they are likely

Sg. Reconstructing Missing High-Frequency Features



Fig. 8. FFT magnitude spectra of consecutive video frames: (a), (b) from
720p and (c) from a degraded 480p stream. Figure (d) shows the magnitude
spectrum of frames. High-frequency energy diminishes after resolution reduc-
tion.

Fig. 9. The design overview of OptiVibe.

to correspond to the same key and therefore share similar high-
frequency spectra.

Step 1: Neighbor Identi cation in the Low-frequency
Components. Given a degraded keystroke, we rst iden-
tify a set of neighboring keystrokes whose Iow-frequencz . . _ _ _
components are similar téL. Speci cally, we compute the ig. 10. Two example regions considered during ROI selection. The leftimage

' . shows the video frame. (a) A selected region. (b) Edge pixels extracted within

Euclidean distanced(F_;F_) betweenF_ and Fi from the selected region in (a). (c) A region rejected. (d) Edge pixels extracted
previously observed keystrokes. Keystrokes with distanceihin the rejected region in (c).
below a threshold are selected as neighbors, forming a set
D.

Step 2: Statistical Modeling of High-frequency Compo-
nents.We aggregate the high-frequency componénisfrom
the neighbor seD and estimate their mean and covariance

video frames using FFT and compute the magnitude spectrum
for each frame. By monitoring changes in high-frequency
energy across consecutive frames, we can identify resolution
‘degradation events without accessing video metadata.

1 X 1 X
Y= ﬁ Fu: H = ﬁ (Fn q)(Fy Y V. END-TO-END DESIGN OFOPTIVIBE
F2D F2D A. Overview of OptiVibe
These statistics de ne a multivariate Gaussian distribution thatye now present the end-to-end design of OptiVibe, as
models the high-frequency componentsinf illustrated in Figure 9. The system takes raw webcam video

Step 3: High-frequency Feature SynthesisWe assume s jnput. It rst selects regions of interest (ROI) from video
that the missing high-frequency component of the degradfgdmes and extracts vibration-induced motion signals using
keystroke also follows this dlstr|but|0_n. We ther_efqre Samp@epth-aware optical ow analysis. These signals are then seg-
from Fy N (4 u) to synthesize the missing high-mented to identify individual keystroke events and transformed
frequency features. The _reconstructed keystroke feature is theg spectral features. To address quality degradation caused
formed as[F.;Fu]; which restores full-spectrum COMPO-py dynamic network conditions, missing high-frequency com-

nents. _ _ ponents are reconstructed. Finally, the reconstructed features

This reconstruction process does not require labeled dataggg feqd into a Hidden Markov Model (HMM) to recover the
victim-speci ¢ training. keystroke sequence. We describe each step in detail below.
C. Detecting Resolution Degradation B. Technical Design for Each Module

Now the remaining question is how the attacker determinesROI Selection. We focus exclusively on the background
when resolution degradation occurs. Under our threat modstene for vibration extraction, as it provides stable visual cues
the attacker does not have access to video metadata. Detedtioextract pixel displacement. Foreground elements related to
therefore relies entirely on the observed video frames. the victim, such as the body or face, may introduce indepen-

The key observation is that changes in frame resoluti@ent motion that interferes with vibration signals. We therefore
produce a distinct signature in the frequency domain. Wheamove them from each frame. Google MediaPipe [8] is
resolution is reduced, high-frequency components diminigimployed to isolate background regions.
due to spatial down-sampling as shown in Figure 8. This Not all background regions provide reliable measurements
effect appears as a sudden and sustained loss of high-frequesfogamera motion. Texture-poor, re ective, or blurry surfaces
energy in the frame spectra. This behavior differs fundametend to produce noisy optical ow estimates. We therefore
tally from spectral changes caused by scene motion. Moticselect textured and geometrically stable background regions,
induced variations affect a broad range of frequencies. dalled ROI regions, for vibration extraction. For each can-
typically appears as gradual or transient changes across digate region, we compute itsdge densityde ned as the
spectrum, rather than an abrupt suppression con ned to highaction of pixels classi ed as edges by a Canny detector from
frequency bands. To capture this effect, we analyze ra@penCV [9]. Regions with low edge density lack suf cient



Fig. 11. |lllustration of depth estimation: (a) original image and (b) the
corresponding relative depth map.

Fig. 13. Experimental setup. (a) Victim-side con gurations: external webcam
with separate keyboard (top) and integrated laptop (bottom). (b) Adversary-
side view.

right after the step of spectral feature extraction. Please refer
to Section IV for technical details.

Fig. 12. An example of keystroke segmentation from one-dimension optical HMM-based Keystroke Inference. As the nal step of

ow. the attack pipeline, we infer the keystroke sequence from
the extracted spectral features using a Hidden Markov Model

texture and are excluded, as they yield unreliable opticdiMM). Each keystroke is represented by its spectral feature
ow estimates. Figure 10 illustrates examples of selected aMgctor and treated as an observation, while the underlying
rejected regions. keystroke sequence is modeled using hidden states.
Depth-aware Vibration Signal Construction. The camera  The HMM transition modekaptures dependencies between
motion produces different pixel displacement magnitudes féparacters in natural language. Since our attack targets nat-
ROIs at different depths. Consequently, it makes vibratigHally written text such as messages or notes, we adopt a
signals extracted from near and far regions not directly corbaracter-level bigram language model as a lightweight lin-
parable. To compensate for this effect, we estimate a pgluistic prior. The transition probabilities are estimated of ine
pixel relative depth map from a single RGB frame usinffom 60,000 sentences in the Microsoft News Dataset [13],
a monocular depth estimator. We then normalize pixel di$hich provides broad coverage of common character transi-
placement by the estimated inverse depth. This step mitigat&$s in English text.
depth-dependent amplitude distortion up to a constant scalefhe emission modebescribes how spectral features are
factor. We then compute optical ow between consecutiv@enerated by the hidden states. Because the attacker has no
frames and extract displacement magnitudes from the selecdgess to labeled keystroke data or prior knowledge of the
ROIs. Leveraging the rolling-shutter mechanism described Yfftim, the emission parameters are learned directly from the
Section 1lI, vertically aligned pixels are treated as temporalgPserved spectral feature sequence in an unsupervised manner
ordered samples within each frame. For each frame, tH&iNg the Baum—Welch algorithm [14]. This allows the model
normalized displacement values are averaged row by rowlfpadapt to the vibration characteristics observed during the
form a per-frame vibration pro le. Finally, concatenating thesgttack without requiring any pretraining or victim-speci ¢
pro les across frames yields a continuous one-dimensiorigformation.
time-domain signal in which keystrokes appear as impu|se_Given the derived emission model and the transition model,

like events as shown in Figure 12. we apply Viterbi decoding to recover the most likely keystroke
Spectral Feature Extraction. As the time-domain signal is S€quence.
continuous, we rst separate them based on keystroke events. V1. EVALUATION

This is done using a short-term average over long-term average ) )

(STAILTA) algorithm [10], [11] by identifying impulse-like A- Experimental Setup and Metrics

peaks (Figure 12). To extract latent spectral features fromWe evaluate video conferencing scenarios where a passive

each keystroke, we compute Gammatone Frequency Cepsaidlersary monitors a victim's webcam feed (Fig. 13). We

Coef cients (GFCCs) [12] over each extracted time-domaivaried devices, lighting, and backgrounds (Table ), with a

segment. GFCCs are widely used in auditory analysis [1Haseline using a Prometheus XVII laptop under 500 lux

They are capable of capturing ne-grained spectral structuiltumination [15] via Microsoft Teams. On the adversary side,

and transient energy patterns across a wide frequency rargggemote participant recorded calls using OBS Studio. We

This makes them well suited for our case. recruited 25 participants to type text from the Hillary Clinton
Reconstructing Missing High-frequency FeaturesRecall email dataset [16] under an IRB-approved protocol (#2025-

that we discussed in Section IV how to recover high-frequen®p47).

components in the optical ow under dynamic network con- We evaluate the following metricB®recision Recall Char-

ditions. The module is integrated into the OptiVibe pipelinacter Error Rate (CER)and Topk accuracy Speci cally,



