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Abstract—In the wake of the Web 2.0, crowdsourcing has emerged as a promising approach to maintain a flexible workforce for
human intelligence tasks. To stimulate worker participation, many reverse auction-based incentive mechanisms have been proposed.
Designing auctions that discourage workers from cheating and instead encouraging them to reveal their true cost information has
drawn significant attention. However, the existing efforts have been focusing on tackling individual cheating misbehaviors, while the
scenarios that workers strategically form collusion coalitions and rig their bids together to manipulate auction outcomes have received
little attention. To fill this gap, in this work we develop a (¢, p)-collusion resistant scheme that ensures no coalition of weighted
cardinality t can improve its group utility by coordinating the bids at a probability of p. This paper takes into account the unique features
of crowdsourcing, such as diverse worker types and reputations, in the design. The proposed scheme can suppress a broad spectrum
of collusion strategies. Besides, desirable properties, including p-truthfulness and p-individual rationality, are also achieved. To provide
a comprehensive evaluation, we first analytically prove our scheme’s collusion resistance and then experimentally verify our analytical

conclusion using a real-world dataset.

Index Terms—Crowdsourcing, worker recruitment auctions, collusion resistance.

1 INTRODUCTION

ROWDSOURCING marketplace emerges as a new
C paradigm that makes it easier for individuals and busi-
nesses to outsource their processes and jobs to a large group
of human workers who can perform these tasks virtually.
This could include anything from conducting simple data
validation and research to more subjective tasks like survey
participation, content moderation, and more. Crowdsourc-
ing enables companies to harness the collective intelligence,
skills, and insights from a global workforce to streamline
business processes, augment data collection and analysis,
and accelerate machine learning development. Due to these
promising features, recent years have witnessed the pros-
perity of several commercialized crowdsourcing platforms,
such as Amazon Mechanical Turk [45] and Guru [19].

Participating in crowdsourcing is usually costly for in-
dividual workers, since they spend time and wisdom in
task execution. Therefore, effective incentive mechanisms
are essential to stimulate worker participation. Great efforts
have been devoted to this research area. Reverse auctions [48],
[49], [50] have been extensively adopted, where workers
compete with each other by submitting to the platform their
bids, i.e., the minimum payment they accept for the task.
As proved in these works, such competition can effectively
bring down the platform’s expense in hiring cheaper larbor
and thus significantly enhance economic efficiency.
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Despite the appealing properties, auction-based markets
are deemed vulnerable to bidder misbehaviors [12]. Strate-
gic bidders, individually or in groups, may seek to game
the system by coordinating their bids to manipulate auction
outcomes. To make the best use of crowdsourcing systems, a
worker recruitment auction must discourage workers from
cheating and instead encourage them to reveal their true
cost regarding task execution to the platform. In this context,
the existing works [1], [2], [3], [4], [8], [9], [11], [51], [52], [53]
have been focusing on truthfulness; no worker, individually,
can improve its utility by bidding other than its actual cost.

Truthful auctions in crowdsourcing, however, become
ineffective when workers collude, i.e., they strategically
form coalitions and rig their bids together for illegitimate
beneficial gain. Albeit being legally banned, collusions have
widely appeared in past commercial auctions and have
had significant effects, e.g.,, FCC spectrum auctions [13],
[14], [15], [16], treasure auctions [17], [18], eBay online
auctions [20], [21], [22], and auctions in P2P systems [23],
[24], [25]. Empirical analysis on these auctions reveals that
most collusion groups are small, less than 6 members per
group [16], [22], [25]. In the domain of crowdsourcing,
which typically involves a large number of workers, such
small-size collusion groups are thus easy to form among
friends and close relatives. Moreover, since crowdsourcing
auctions are conducted online among anonymous workers,
collusions can be hard to detect. Thus, it renders collusion
an even more challenging issue to tackle in crowdsourcing
marketplace.

Collusion resistance has rarely been studied in the con-
text of crowdsourcing, except [26] which targets at a par-
ticular form of collusion, while we aim to resist a broad
set of collusion attacks. In fact, designing collusion-resistant
mechanisms is a nontrivial task. According to the impos-



sibility results proved in [27], [35], there is no “strong”
collusion-resistant mechanism, which can optimize or even
approximate any nontrivial objective function without any
assumption over auction settings. Only a handful of collu-
sion resistance works exist for general auctions so far [27],
[28], [29], [30]. However, most of them rely on assumptions
such as incomplete information sharing among colluders
[28], [29] and the auctioneer having prior knowledge over
bidder behaviors [30]. Neither of the above assumptions
holds in practical crowdsourcing systems. To avoid these
constraints, a scheme called APM is proposed by Gold-
berg and Hartline [27]. Notice that the above works are
designed for generic auctions, while the worker recruitment
in crowdsourcing is featured with unique characteristics.
For example, crowdsourcing tasks are typically imposed
with quality requirements from their requesters. Besides,
workers are profiled with their reputations and “types”,
such as age, region, education level, etc. All these factors
reform the winner selection process by introducing various
constraints to the worker recruitment formulation. As a
result, existing mechanisms are not readily applicable. Thus,
an effective collusion resistance scheme that is suitable for
crowdsourcing is of dire need.

To resist collusions, we take a proactive prevention ap-
proach, because uncovering collusion coalitions is hard due
to its tacit nature and complex auction structure. Specifically,
we design the rules for winner selection and payment
determination to diminish the utility gain of coalitions,
leaving workers little or no incentive to collude. We re-
sort to a “soft” approach that suppresses collusions in a
probabilistic manner. A (¢, p)-collusion resistance scheme is
developed. Particularly, with a probability of p, no coalition
of weighted cardinality ¢ or less can improve its group utility
by coordinating the bids. Besides, the proposed scheme also
achieves p-truthfulness and p-individual rationality. Addi-
tionally, we provide formal analysis over the platform’s
extra cost caused by trading for collusion avoidance.

The main contribution of this paper is summarized as
follows

e We address the critical collusion issue in auction-
based crowdsourcing systems. This issue has rarely
been discussed so far.

o We develop a (t,p)-collusion resistance scheme. It
successfully defends against strategic behaviors from
coalitions with weighted cardinality ¢ at a probability
.

o We conduct comprehensive theoretical analysis over
the critical economic and collusion resistant proper-
ties achieved by our scheme.

e A real-world dataset extracted from the commercial
crowdsourcing platform Guru [19] is used to evalu-
ate the performances of the proposed scheme.

The rest of this paper is organized as follows. Section 2
presents the problem statement. We describe our basic
scheme in Section 3, which serves as the corner stone for our
collusion-resistance scheme in Section 4. The performance
analysis and simulation results are given in Section 5 and
6, respectively, followed by the related works in Section 7.
Section 8 concludes the entire work.

2 PROBLEM STATEMENT

In this section, we first introduce the framework of auction-
based worker recruitment in crowdsourcing, and then ex-
amine the formation and the impact of worker collusion
therein. It shows that the property of worker recruitment
auctions provides a fertile breeding ground for collusions,
causing a significant revenue loss at the platform.

2.1 Worker Recruitment Auctions

The crowdsourcing system considered in this work con-
sists of a platform and a large set of workers W =
{wi,-+ ,w;, - ,wn}. Like many existing works [1], [2],
[3], [4], [8], [9], [11], [53], we adopt the reverse auction as
an incentive mechanism to recruit workers. The platform
plays the role of the auctioneer and announces the to-do
task. In many cases, a task acquires workers of different
backgrounds to work on. For instance, for a task that collects
public opinions on the best picture out of a given set, it
is desirable to recruit workers covering a comprehensive
demography, as people with different age, region, education
level, etc. may have distinct perceptions. Thus, like [53],
[54], each worker is exclusively classified into one of the
following types T = {T1,--- , T}, -+ , T }. We overload the
notation w; € T}, meaning that w; is a type T; worker. Such
information is provided by workers during registration'.
Besides, we assume that the accomplishment of a task needs
diverse workers covering the type set 72. Denote by c¢;
worker w;’s associated cost toward the task, indicating the
minimum payment it accepts. ¢; is private and known only
to w; itself. To compete for task execution opportunities, w;
submits bid b;. Upon receiving bids from all workers and
taking account of their types, the platform selects winners
for this task. Following a conventional setting, it formulates
and solves the following worker recruitment problem

min Z Px;
iw; EW
st > kwi > 1, Vje[1,M], 1)
iiw; €T
U o=T @

Jw; €T Vr;=1
z; €{0,1}, Vie[l,N]

where z; is a binary decision variable. ; = 1 means that
w; is recruited; x; = 0 otherwise. The above problem aims
to minimize the platform’s overall payment. To guarantee
the task result quality, multiple workers should be hired
for each type. Besides, the worker’s “reputation” should
be taken into account. Typically, highly-rated workers over-
weight the bad-mouthed ones. Here, we use coefficient
k; € [0,1] to represent w;’s reputation. This value can
be maintained and updated by the platform from a long-
term observation. For example, in Amazon Mechanical Turk
[45] and Guru [19], task requesters are allowed to set the

1. We pertain the discussion over bid collusion in this paper, collusion
of misreporting type information [7] and tasks” answers [5], [34] have
been studied and the joint collusion over bids, worker types or worker
answers will be considered in our future work.

2. Our design also fits for the case where a task only needs workers
from a subset of types 7’ C T with minor modification to the scheme.



preference to workers with high ratings. Constraint (1) says
that the weighted cardinality of the hired worker set cannot
be lower than [;, a threshold determined by the platform to
provide quality-guaranteed services. Constraint (2) requires
that all worker types should be covered. Moreover, any
solution to the above problem should also satisfy some
inherent economic properties, such as truthfulness and in-
dividual rationality. Finally, the platform calculates payment
P; to each winning worker w;. A loser does not execute any
task and receives zero payment.

To facilitate the scheme design, we formally present a
worker’s utility and a coalition group’s utility in Definition
1 and Definition 2, respectively.

Definition 1. (A Worker’s Utility.) The utility of a worker w; €
Wis

U; = (R — cl):cl
Definition 2. (A Coalition’s Group Utility.) The group utility of
a coalition G is

i.e., the sum of individual utility from all workers in the same
coalition.

2.2 Collusions in Worker Recruitment Auctions

Workers are modeled as rational and self-interested; they
may game the system for higher beneficial gain. Thus,
collusions occur in an auction when a group of bidders form
a coalition, rig their bids to manipulate auction outcomes,
and gain higher group utility. In below, we first use a
simple example to illustrate how it impacts crowdsourcing
marketplace.

Assume that there are four workers (N = 4), all of whom
are of the same type 7" and weight £ = 1, and the task only
needs type T" workers to execute. Their associated cost are
settocy = 15, cog = 17, ¢c3 = 20 and ¢4 = 60. Let [ = 2.
To achieve minimum payment, truthfulness, and individ-
ual rationality simultaneously, we adopt the widely used
second-price reverse auction [48] here for worker recruitment.
Specifically, winners are the ones who bid with the lowest
prices, and their payments are given by the lowest losing
bid. When all workers bid with their true costs, the winners
are wy and wy, each paid at 20. Now assume that w, and
ws collude, i.e., G = {wy, w3} and ws raises its bid to 59. In
this case, even though wjs still loses, wa’s payment becomes
59, which is significantly larger than 20 received without
collusion. Since wy and w3 form a coalition, wy can transfer
some part of its extra income to ws. As a result, each of them
achieves a higher utility.

We then further examine collusion impacts via larger-
scale simulations. Assume that there are 5000 workers
(IV = 5000) that are categorized into 10 types (M = 10). Let
l; =100 (j € [1,10]). As the example above, we consider
small-size coalitions of size 2. There are 1000 such coalitions
in the system. Each of them adopts the similar collusion
strategy introduced above, i.e., one worker honestly submits
its cost, while the other increases the bid. In the simulation,
each worker’s cost and weight are randomly selected from
[1,100] and [0, 1], respectively. In Figure 1(a) we plot the
group utility improvement of each coalition in 100 trials.

Single
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Fig. 1. Small-size collusions have severe impact on auction-based
crowdsourcing marketplace.

It shows that workers have incentives to collude, since
collusions are easy to perform and are highly beneficial.
The red curve and green curve in Figure 1(b) represent the
distribution of the total payment caused to the platform
when only one collusion group and 1000 collusion groups
exist, respectively. Apparently, the impact on payment is
limited when only one collusion group is present, but the
payment increases by five times when 1000 collusion groups
are present. The above illustrations show that small-size
collusions are particularly effective in raising worker group
utility and imposing extra cost to the platform.

So far, we have only considered one kind of collusions,
where some workers from a coalition offer bids higher than
their true costs, while the others report genuine values. In
fact, colluders are feasible to adopt a broad spectrum of
strategies, e.g., they can arbitrarily raise or lower bids, as
long as it brings a higher group utility. In this study, we aim
to defend against such general collusions.

Definition 3. (Collusion strategies.) Workers from a coalition G
arbitrarily raise/decrease their bids to increase coalition’s group
utility ug

> uilbg,emg) > Y uileg, enng)
1w, €G w; €G
where bg © cg, denoting that some elements of bg and cg satisfy
bi > c¢;, some of them satisfy b; < c;, and the rest are the same.

Note that multiple coalitions may coexist in an auction.
Besides, one worker can participate in different coalitions.
The proposed scheme should be capable of handling all
these situations. While workers may collude by misreport-
ing other information in addition to bids, we focus the
discussion over bid collusion in this paper, due to the design
complexity.

3 A BASIC SCHEME WITHOUT COLLUSION RESIS-
TANCE

In this section, we first develop a basic worker recruitment
auction scheme without collusion resistance. The discussion
of this basic scheme is critical, as it serves as the cornerstone
for our comprehensive collusion-resistant worker recruit-
ment that will be presented in the next section.

3.1

Upon receiving each worker w;’s bid b;, the platform checks
its type via accessing its profile. The platform then lists
all workers of type T; (j € [1,M]) and sorts them in
an ascending order according to the per umnit weight bid
n; = b;i/k;. Denote by E; this sorted worker set. Let

Basic Scheme Design



E={E;:j€e[l,M]}and n; = {n; : Vi w; € E;}.In order
to recruit workers covering all types, winners are selected in
each E;.

The platform maintains a set of discrete values A =
{a,---,r-a,---,R-a}, such that

a <min{n;}, R-a > max{n}. ®)

We present the following definition which is critical for
our scheme design.

Definition 4. Let y be an ascending vector. Denote by T, (y)
the set of elements in y with the value at most .

For each I; € &, the platform first generates a set A; =
{’I"j - a Zi:mel—‘r”u(nj) k; > lj,’l”j S [1,2, s ,R]} from A.
It then identifies the value 77 - a from A; such that (1] - a) -
Zitmel“,,.a«.a(nj) k; is minimized. The winners in Ej, i.e., of

type T, are the workers whose per unit weight bid 7; is at
most 7 - a, each receiving the payment at &; - (r; -a). The rest
workers lose. The platform’s total payment for hiring type

T workers is calculated as (7} - a) - Zi:nierr;‘~a("j) k. Note

that r7 - a can be viewed as winner’s per unit weight payment.

Proposition 1. For r} - a of any E; € £ that satisfies

7:;',‘ -a = arg Tjr.{llieri‘j ((Tj . a) . Z ki)v
: iZnieF1'j«a(nj)
we have
i:mEF,«f.a("Ij)
J

iim‘GF(r;ffn-a(m)

Proof. First of all, we directly have (4) according to how r}-a
is derived in the basic scheme. We then prove (5) via the

contradiction method. Assume that > ki > ;.
@i €0 x —1).a (1)
We have
(r;-a): Z ki <[(rj—1)-a] Z ks, (6)

i €0 a0 (1) Eni €0 —1).a(m;)

as otherwise (77 —1)-a will become winner’s per unit weight
payment. From Definition 4, we know that

D >, hw

i:n’ier(r;f—l)-a(nj) iiniEFr;-a(m)

k; <

and thus

[(rj =1)-a]-

>

Eni €0 (rx —1).a (1)

irmel“r; a(n;)

which contradicts with (6). It implies that the assumption
Zi:nier(r;—l)-a(nj) k; > 1; is invalid. Thus, (5) holds. O

Proposition 1 provides an efficient way to determine
winning workers and their payments. Specifically, once A;
is generated for each worker type Tj, instead of comparing
(rj - a) - Zz‘:mel‘r..a(m) ki’s for each element in A; and
identifying the minimum one, the first element of A; is

4

exactly the per unit weight payment to each winner. Besides,
any worker with its per unit weight bid no larger than
this value is the winner. It is not difficult to tell that the
computation complexity of the basic scheme is O(M N).

3.2 A Walk-through Example

Consider that there are thirteen workers (N = 13) and one
task that looks for two types of workers (M = 2). Besides,
letl; =2 (j € {1,2}). Assume that w; — ws, w11, w1z € T}
and we — wig, w12 € To. The weight of w; — ws, ws — we is
0.5 and that of wy, w7 — wy3 is 1. Worker’s bids are listed as

b1 =15,bp = 17,b3 = 19,by = 44,b5 = 24,bs = 31, b7 = 33,
bg = 36,bg = 38, b19 = 39, b11 = 40, b12 = 50, b13 = 60.
We derive two sorted worker sets

Ey = {wy, ws, w3, w11, Wy, ws, w13},

By = {wr, ws, wg, w10, w12, we},
with the corresponding 7, as

n, = {30,34, 38,40, 44, 48,60},
n, = {33,36, 38,39, 50, 62},

Leta =4, then A; = {10-4,11-4,---,15-4} and Ay =
{9-4,10-4,--- 15 -4} since >, cp iy ki =25 > 1
and 3., cry ,(n,) ki = 2 = l2. According to Proposition 1,
] ~a:5-4:420andr§-a:9~4:36.Thus,winnersin
Ey (of type T1) are wq, wo, w3 and wyq, with the first three
paid at 20 each and the last one paid at 40. w7 and wg are
recruited in s (of type T3) and paid at 36 each. The rest
workers lose and get 0. Thus, the platform’s total payment
is 172.

4 FINAL COLLUSION-RESISTANT SCHEME

In this section, we develop a collusion-resistant worker
recruitment auction based on the basic scheme.

4.1 Collusion Patterns

Consider a worker set I/; € £. Without collusion, the per
unit weight payment to each winner is 77 - a according to
our basic scheme. Assume that there is a collusion group G,
in E; with weighted cardinality t; =3, cg. ki- When k;’s
are all 1’s, t; is directly the cardinality of G;, i.e., the number
of members in this coalition. As described in Definition 3,
colluders may choose to raise or lower bids for group utility
gain. We start from a special case, where they raise their bids
so as to manipulate the payment, like the example shown in
Section 2.2. More precisely, each winner’s per unit weight
payment can be increased up to rf - a, satisfying

i:mel"rﬁﬂ(nj) i:mel"rj_a(nj)

—t; =

In another special case, where colluders decrease their bids,
then each winner’s per unit weight payment can be de-
L . .
creased down to Ty a, satisfying
5 k;. (8)

i”lierr;ﬁ (1)

iWh'EFTJL,a(Wj)

k‘i—‘rtj:



Although a winner’s per unit weight payment has been de-
creased, it is possible that more colluders become winners.
As a result, their group utility can still potentially be in-
creased. It is not difficult to derive that er ‘a<ria< Tf -a.

The above discussion reveals the mechanism how a
coalition receives group utility gain through manipulating
the winner’s payment. Ideally, if the following assumption
exists

L H
rica=r;-a, Vrj€lry,ri] )
i.e.,, winners are paid undifferentiated no matter a coalition
colludes or not, the motivation of collusions will be dimin-
ished. Nonetheless, the above assumption does not hold
unless under some modification.

4.2 Scheme Design

We develop a “soft” collusion-resistance approach: no coali-
tion gain is achievable from colluding with a probability p.
We formally define a (¢, p)-collusion resistant auction.

Definition 5. ((¢, p)-collusion resistant auction.) An auction is
(t, p)-collusion resistant, if, with a probability of p or higher, no
coalition with weighted cardinality t can improve its group utility
by coordinating the bids. This holds even if multiple collusion
groups are present, as long as each group’s weighted cardinality is
t or less.

Meanwhile, we also aim to achieve truthfulness and
individual rationality under the soft collusion-resistant auc-
tion framework. In particular,

Definition 6. (p-Truthfulness.) The worker recruitment auction
is called p-truthfulness, if

Prlu;(b;,c—;) <wui(ci,e—i)] > p, Yw;, € W

Definition 7. (p-Individual Rationality.) The worker recruitment
auction is called p-individual rationality, if

Pr[ulz()] >p, Yw;, eW

In order to defend collusions, our idea is to carefully
set winner payment, such that it will not be influenced by
colluders’ strategies. Before we delve into design details, we
first define [, B]-consensus estimate.

Definition 8. ([«, 3]-consensus estimate.) Given a, § > 0 and
v > 0, we say that a function h(-) is a [, B]-consensus estimate

of vif

1) for any w such that o < w < 3, we have h(w) = h(v
2)  h(v) is a nontrivial upper bound on v, ie., 0 < v
h(v).

7
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h(v) is called the consensus value.

Consider a function

h%(v) = v rounded up to nearest §°* (10)

where s is a tunable integer and 6 is a carefully chosen pos-
itive real value. The selection of # depends on a and /3. The
definition of hY(-) implies that for any v, v < hf(v) < 6 - v.
Define H as the set of functions of the form h(-) with u
chosen uniformly on [0, 1].
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Definition 8 and the design of function h!(-) are in-
herited from [33], but modified to accommodate our sce-
nario. Specifically, h (-) is a rounded-up function here, i.e.,
R (v) > v given value v, while that in [33] is a rounded-
down function. One reason for such a change is to ensure
non-negative worker utility in the context of crowdsourcing
where the reverse auction framework is adopted. More
importantly, consensus estimate in [33] is to achieve a high
competitive ratio, while we leverage it to develop a soft
collusion resistance approach. Therefore, the purpose and
parameter design rationale of hY(-) in these two works are
different. We can induce the following corollary from [33].

Corollary 1. For h from H, h(v) is distributed identically to
0Yv for U uniform on [0,1].

Proof. Consider a random variable Y = logih(v) and let
t = loggv. Then P[P <t + x] = P[U’ < z] and therefore Y’
is uniformly distributed between ¢ and ¢ + 1. Thus, h(v) is
identical to V" v. O

Proposition 2. For h from H, the probability h(v) is a [, B]-
consensus estimate of v (v > 0) is 1 — log, g

Proof. According to Definition 8, h is a [a, f]-consensus
estimate of v if h(a) = h(v) = h(B) > . From Corollary 1,
we have

Pr{h(a) > ] =Pr[0”a > 8] =Pr [QU > 5]

«
:1—Pr{9U<5}:1—Pr[U<1og9ﬂ b
« «

=1—logy —.
o
O

We are now ready to introduce our (¢, p)-collusion re-
sistant worker recruitment auction. Its pseudo-code is pre-
sented in Algorithm 1. Upon receiving bids from workers,
the platform derives £. For each E; € &, the platform
generates A; and identifies the value r; - a from A; such
that (r} - a) - Zi:mEFma(m) k; is minimized. According to
Proposition 1, r - a is simply the first element of 4;. The

platform then selects a suitable function ho (+). The winners

in E; are the workers of per unit weight bids at most
he (17 - a). A winner w; is then paid at k; - o (r7 - a). The
rest workers lose.

Algorithm 1 (¢, p)-collusion resistant worker recruitment

Input: b;, k;, t; and I; (i € [1,N],j € [1, M])
Output: z; and P; (i € [1, N])

1: foreach T; € T do

:  Platform generates worker set EJ; and Aj;

j @

2

3:  Identify the first value in .4; and set it as r
4 Select hY (-) based on t; and n,;

5. Winners of 7} are the ones with 7; < o (r*-a);
6

J
Calculate each winner’s payment as P; = k; - o (r7 -

a).

7: end for

0, . .
Aslongas hy/ (rj-a)isa (rf-a,r! -a)-consensus estimate
ofrj-ae [TJL - a, rf - a], we have

Wplry-a) = W (5 -a) wy € [rforff]aD



with the probability p;. This is because TJL a<r*a < rf -a.
According to Proposition 2, p; is calculated as

o H
Jrj -a ]rj

by setting o = er ~gand 8 = Tfl - a. It means no collusions

will impact winner’s per unit weight payment and thus its
total payment with a probability p;. If p; is high, it fails
the motivation of collusion at a large chance. We can set an
arbitrary value of p; from (0, 1) by tuning 6, and a.

Now the remaining issue is to generate a suitable ho ()
to have (11) hold. For this purpose, we first identify rf a
and er -a via (7) and (8), respectively. Then §; is carefully se-
lected such that (11) holds for v € [} -a, ]’ - a]. Specifically,
we should expect

)
r;-‘-aghuJ(rj a)gr;-a-ﬁj,
H 0, H H
T aghuf(rj a)grj a-0;.

Together with (11) and the fact that er < r; < rf , in order
to have the above equations hold, we must have
H 0, L L H

ria <y (ry-a) <rya-85, Vry €y,
which requires 7} - a - 6; > v - a and thus 6; > r{' /r¥.

Up to now, we have presented how to determine win-
ners and their payments for E;. The same procedure will
be followed to handle the rest sets in £. The scheme is
(t, p)-collusion resistance, where ¢ = minjec; an{t;} and

p= H]k; p;. Its formal analysis will be given in Theorem 2.

Theorem 1. The computation complexity of our (t,p)-collusion
resistant worker recruitment algorithm is upper bounded by
O(MN).

Proof. The computation complexity of Algorithm 1 is domi-
nated by the while-loop, which contains M iterations, where
M is the number of worker types. For each iteration, it
involves a computation of generating the worker set F; and
the corresponding A; (line 2), causing N times of look-up
operations and up to 12 times of comparisons, respectively.
Besides, For the process of selecting he (-) (line 4), its main
component is to identify rf - a and er - a, which results
in 2R times of comparison at most. For the process of
determining winning workers (line 5), it involves IV times of
comparison at most. Therefore, the computation complexity
of Algorithm 1 is upper bounded by O(M (2N +3R)). Recall
that I is a constant value in the algorithm. The computation
complexity is thus rewritten as O(M N). O

4.3 A Walk-through Example

To better explain our scheme, we still take the example
in Section 3.2 as an illustration. Following the same pro-
cedure as in the basic scheme, the platform first gener-
ates the worker sets F1 = {wj,ws, ws, w11, Ws ,Ws, W13}
and By = {wr,ws,wg, wig, Wiz, ws}, the corresponding
Ay ={10-4,---,15-4} and Ay = {9-4,10-4,--- ,15-4}
witha =4,andrf-a=10-4=40and r; -a =9 -4 = 36.

Assume that the platform intends to defend against
coalition with weighted cardinality up to ¢t = 1.5 in each

6

worker type. According to (7) and (8), for E; we have
rboa =8-4=32 rfl .a =11 .4 = 44. Following
the requirement 0; > rf / er, a feasible value of 0; is 3 is
selected. In order to decide winners and their payments for
FE1, let u = 0.4 be an instantiation. Recall that u is a random
value chosen from [0,1]. Then A} ,(r} - a) = h} ,(40) is
calculated as “40 rounded up to the nearest 35794 (with s
as a tunable integer), which gives us 41.9. According to the
scheme, workers with per unit weight bids no larger than
41.9 are winners for F. Thus, w; — w3 and w;; are winners
paid at 21.0, 21.0, 21.0 and 41.9 respectively. ws — ws and
w13 lose.

Following the similar idea, for Es, w7 — wg are winners,
with each paid at 37.5 (62 = 3,u = 0.3), while others lose.
The platform’s total payment is thus 179.9, which is only
slightly above, around 5%, than that caused in the basic
scheme with no collusion resistance.

4.4 Addressing Inter-type Collusions

So far we have focused on the scenarios where colluders
from the same coalition reside in the same worker set
E; € &, ie., they belong to the same type T; € 7. Such
kind of collusions can be viewed as intra-type collusions.
Nonetheless, it is also possible that colluders from the same
coalition are of different types, which we call inter-type
collusions. For instance, in the example discussed in Section
3.2 and 4.3, the collusion among w2, w3 and we is exactly an
inter-type collusion.

Even though inter-type collusions seem to be more
complex than intra-type collusions, each inter-type collu-
sion can be equivalently divided into multiple independent
intra-type collusions. This is because collusions under each
worker type are dealt one by one in our scheme, including
winner selection and payment determination. Hence, the
winners” payment for one worker type is irrelevant to that
for the other type. As a result, a colluder’s utility received
in F; does not impact its peers” utilities received in another
Ej (j # j'). Therefore, for the inter-task collusion coalition
G = {w2, w3, wg}, it can be divided into two intra-collusion
coalitions, ie., Gi = {ws,ws} and Go = {ws}. To sum
up, if we can effectively discourage the formation of intra-
collusion coalitions, so for the inter-collusion coalitions.

4.5 Restrictions on Our Scheme

Generally, it is difficult to design a scheme that can defend
against an arbitrary number of colluders. This is the same
case for our scheme.

In order to have our scheme work, the condition (7) and
(8) should meet, or equivalently,

Zi:niGFTJL_a(nj) ki = Zi:niGFr;,a(nj) ki — t] (13)

Limery ) ki = Limer . mp kit 15 (9

In order to make sure Ei:niepr}’-a(nj) k; and
Zi:mg w (n,) ki existin any worker set E;, then

Zi:meFrJL.a(nj) kl > 07 (15)

(16)

Zi:nieFTJH_a(nj) k?z S Zi:wiGEj k/’l



Substituting (13) and (14) into (15) and (16) respectively, we
derive following restrictions on ;:

tj < Zi:méfr;.a(ﬂj) ki7
tj < iwien, Fi — Zirmel“r]*.a("j) i.

When coalitions are of small size, then the relation t; < I;

typically exists, i.e., the weighted cardinality of a coalition

is smaller than ;. Recall that /; is a threshold selected by

the crowdsourcing platform to ensure service quality during

worker recruitment. Besides, as [; < Zi:mEFM_a(,ﬂj) k;,
J

17)
(18)

then (17) holds. Moreover, there are a large population of
workers in a real crowdsourcing system. Hence, we have
> iwiek, ki > t; and thus (18) also satisfies.

To sum up, our scheme can effectively defend against
small-scale collusions in a crowdsourcing system where
there are a large set of workers.

5 PERFORMANCE ANALYSIS

In this section, we provide formal analysis over various
properties achieved by our scheme.

Lemma 1. For any E; € &, our scheme achieves (tj,p;)-
collusion resistance, with p; defined by (12).

Proof. Itis equivalent to show that any coalition of weighted
cardinality ¢; cannot obtain higher group utility by rigging
their bids, with a probability p; or higher. In the following,
we plan to first show the validity of the above statement
for two special cases of collusions, where colluders either
raise or decrease bids. Then the statement for an arbitrary
collusion strategy given in Definition 3 will directly follow.

Denote by 7/ C G; (T; C G;) and uj (u;) the set of win-
ning colluders by raising bids in E; and their corresponding
utility when they collude (or not), respectively. As colluders
raise their bids, some of them may may lose, thus 7;-’ CT;.
The difference between the coalition in FE;’s group utility
when they collude or not is calculated as

uj — uj

= Z [ki - B (r} - a) — ] — Z [ki - B (r - a) — ;]
1w; €T; i:wiETj’

= Z [kfhﬁf(r;f-a)—ci} >0
i:wiETj\Tj’

with a probability p;, where h (7’-a) stands for the per unit
weight payment when collusions take place. Specifically, as
ria < r;- ca < er~aand thus hﬁj(r;‘ ca) = hzj(r} - a)
holds with a probability p; according to (11). Hence, the
second equation above holds with a probability p;. Besides,
for a colluder w; € T]\7;’ , as it wins without collusion,
we have n; = ¢;/k; < hY (77 - a) according to Algorithm
1, which directly leads to the last inequality. Besides, p;
associates with ¢;. Thus, the above expression indicates that
any coalition of weighted cardinality ¢; cannot achieve a
higher group utility by raising bids with a probability p;.
We further denote by 7/ C G; (T; C G;) and u/ (u;) the
set of winning colluders by decreasing bids in £; and their
corresponding utility when they collude (or not), respec-
tively. Some workers who lose when bid truthfully may win
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when they collude, thus 7; C 7;»’ ’. The difference between
the coalition in E};’s group utility when they collude or not
is calculated as

uj —uj
- Z [ki - h% (15 - a) — ¢] — Z [k - 1% (' - a) — ;]
ww; €7; i:wie’Tj"
=— > [k-hir;a)—ca] >0
i:wie’Tj”\Tj

with a probability p;. Specifically, as er a<ri-a<ri-a
and thus hy (ri-a) = ha (r; - a) with a probability p;
according to (11). Hence, the second equation above holds
at p;. Besides, for a colluder w; € 7}’ "\T;, as it loses without
collusion, we have hzj (r;k ~a) < ¢;/k; = n; according to
Algorithm 1, which thus leads to the last inequality. The
above expression indicates that any coalition of weighted
cardinality ¢; cannot achieve a higher group utility by
decreasing bids with a probability p;.

For a coalition where members adopt arbitrary strategies
given by Definition 3, it can be viewed as the combination of
the above two special cases. Following a similar approach,
the statement can be validated under this scenario. As its
proof is similar as above, we omit its discussion here. O

Based on Lemma 1, we are ready to give the following
theorem on collusion resistance.

Theorem 2. Our scheme achieves (t, p)-collusion resistance with

M rH
— J
p = H (1—lOgger>

j=1 !
and t = minjep a{t;}-

Proof. For intra-type collusions, a coalition forms within
a single E; € £. And collusions in different E;’s are
independent with each other. According to Lemma 1, when
colluders are of weighted cardinality up to t; in each £},
our scheme is collusion resistance at a probability p;. Since
there are totally M E;’s, our scheme can defend against any
coalition of weighted cardinality ¢ with probability p, where
t =minjep a{t;}and p=[[;2, (1 —loge,ri' /rE).

For inter-type collusions, consider an arbitrary coalition
G of weighted cardinality ¢’ forming across M Ej;’s and
t = Zle t;. From the discussion of Section 4.4, G can
be equivalently divided into M intra-type coalitions, each
with the weighted cardinality ¢;. Besides, we have proved
in Lemma 1 that our scheme is collusion resistance to
any coalition of weighted cardinality ¢; in each F; with a
probability p;. Thus, our scheme is capable of defending
against any coalition of weighted cardinality ¢’ with a prob-
ability p for inter-type collusions, where ¢/ = Z;\il t; and
p= H?; (1 — loggjrf/er).

Combining the results for both intra- and inter-type
collusions, we conclude that our scheme is (¢, p)-collusion
resistance. O

Comparing Definition 5 and Definition 6, by setting ¢ =
max;{k;}, a (t,p)-collusion resistance auction is degraded
to a p-truthful auction. Hence, the latter can be viewed as a
special case for the former.



Corollary 2. Our scheme is p-truthful with

M rH
p= H (1 —loggjﬁ> .

j=1 J
Theorem 3. Our scheme is p-individual rational, i.e.,
Priu; > 0] >p Vie[l,N].

Proof. If w; is a winner, then P, = k; - th (r;‘ -a) > b;. Mean-
while, according to Corollary 2, our scheme is p-truthful.
Thus Pr [b; = ¢;] > p. As aresult, Pr [P, —¢; > 0] > p. On
the other hand, if w; loses, then Pr[u; = 0] = 1. In either
case, the above statement holds. O

From the scheme design, we can tell that the collusion re-
sistance property is achieved by recruiting redundant work-
ers and overpaying each winner, i.e., trading the platform’s
extra cost with collusion resistance. Hence, it is critical to
examine the extra cost caused to the platform. We first
evaluate the ratio between the platform’s cost of our final
scheme and that of the basic scheme.

Proposition 3. The platform pays no larger than P, -
Zil\il k; Z;‘il 0;/1; in the (t,p)-collusion resistant scheme,
where Py is the platform’s payment under the basic scheme.

Proof. Denote by P; as the platform’s total payment under
the (¢, p)-collusion resistant scheme.

M ,0;, 4
p, =1l (]

Fb_

a) - Zi:mefhgu;-a)("-f) k;
M *
2j=17; @ Zz‘:mefr;.amj)kl

M
@Z]‘:l 0;ri -a- Zi:niGF
<

h,ﬁ(r;r.a,)(nj) o

M
dj=1riaxl;
M
<Zj:1 015 - a3 s em, ki @ IZM: 0530 ki
> M - .
2‘7‘:1 ry-a-l; j=1 lj

where (D is derived because /.’ (r7-a) <0;-r;-a(dueto
the property of h%7) and dimer .. () ki = 1j. @ is due

to the fact that >, a; />, 8; < Z; a;/B; when o, 5; > 0.
Hence, P, < Py - Yy ki Y00, 0;/1;. O

We further analyze the frugality of our scheme. It is
defined as the ratio between the payment caused by our
scheme and the optimum payment, P,,;, by solving the
original worker recruitment optimization problem without
considering collusion resistance, truthfulness, or individual
rationality. Therefore, frugality evaluates the amount of
extra payment our scheme causes in trade of its critical
properties.

Theorem 4. The frugality of our scheme P./P,, satisfies
P, M 05N ks
Po;t S ijl . lj ’

8
Proof. We define the k-th lowest bid from workers in E; as
blg-k). We have

M 05/ %
P, Zj:l hu (rj

-a) - Zizmerhzﬁ,;_a)(m) ki
M l; k
M *
@ Zj:l ejrj -a - Zi:mer‘hﬁ(,,*,a)("lj)
< J
= M (1)
Zj:l lj- bj
M *
< Zj:l ejrj a4 Zi:wiEEj ki
- Zﬁl Ly - bg‘l)
< 2j=10375 0 Yiwien, ki =y O35 - iz i
> M — .
Sl a =

where @ and G are due to same reasons for 1) and Q)
respectively. @ is derived due to (3). O

-Popt
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6 PERFORMANCE EVALUATION
6.1 Dataset

To validate the proposed scheme, we employ a real-world
dataset obtained from the commercial crowdsourcing plat-
form Guru [19]. We focus on tasks in the field of Program-
ming & Development, which involve 894 tasks and 26904
workers For each task, we record its required worker skills,
such as experience in iOS App development and graphic
design, etc. The required skill set is mapped to 7, the
type set of our scheme. Thus, the cardinality of T is used
to instantiate M. For each worker, we record its offered
skill, received rating (from its historical employers in the
platform), and asked salary (dollars/hour), which are then
mapped to the type T} this worker belongs to, weight k;,
and exerted cost ¢;, respectively, in the simulation. A total
of 50 coalition groups are randomly formed among the
26904 workers. We assume that at most one coalition is
formed in each type. Besides, their weighted cardinality is
upper bounded by 2. Within each group, workers arbitrarily
raise/decrease their bids. [; is set to 50 by default. All
simulation results are the average over 100 trials.

6.2 Collusion Resistance

To examine the collusion resistance property, we analyze
the utility gain, which is defined as the difference between
a coalition’s group utility achieved with and without the
scheme. Intuitively, if a coalition’s utility gain is 0, i.e., col-
lusion does not produce a higher group utility, it eliminates
the members” motivation for collusion.

In the simulation, the coalition’s weighted cardinality is
first set to 5. We observe from Fig. 2(a) that the average
utility gain can reach as high as 25 under the basic scheme
(without collusion resistance). Under (t,p) = (5,0.8), the
average utility gain keeps close to 0 throughout all coali-
tions. It means that no coalition can explore positive utility
gain on average. Therefore, collusion is effectively prevented.
We then set (t,p) = (2,0.8). However, it exhibits poor
performance when implemented to resist collusions with
weighted cardinality 5. The average utility of some coali-
tions decreases to 0, while remaining coalitions’ average



| | —®— Basic scheme
—_—(5,0.8)

Avg utility gain

1 10 20 30 40 50
Collusion coalition index

(@

—(2,07)
wnnn (5,07)
(2,0.8)

wgu Basic scheme

0 2 4 6 8 10
Utility gain of collusion coalition j

(b)

Fig. 2. Collusion resistance performance comparison. (a) Average utility
gain. (b) Cumulative distribution of instance utility gain.

utility is same as that of the basic scheme, which denotes
(2,0.8) resist parts of collusions because colluders size is
larger than ¢ = 2.

Fig. 2(b) depicts the cumulative distribution of instant
utility gain of a randomly selected coalition. The coalition’s
maximal utility gain is as high as 9.5 under the basic scheme,
which is significantly larger than that when our scheme is
in place. Besides, the coalition’s maximal utility gain under
(2,0.7) is 2.8, which is smaller than that under (5,0.7),
ie., 4.8. It indicates that the platform can better restrict a
coalition’s instant group utility when setting a smaller ¢.
Given a larger t, we are expecting a larger 7 /rL. Thus,
under the same p, ie., 0.7 here, the larger ¢ produces a
larger 0 according to (12). As a result, the instant payment a
winner gets will be larger, which, as a consequence, brings a
larger instant utility gain. By comparing with the utility gain
achieved under (2,0.7) and (2, 0.8), we find that the latter
can prevent collusion at a higher success rate. However, it
leads to a larger instant utility gain; if a coalition succeeds
in colluding, it receives a higher gain. This phenomenon can
be explained following the similar rationality above.

Fig. 3 shows the collusion resistance property of our
scheme by evaluating the total payment occurred at the
platform. When no coalition exists, the total payment of
the basic scheme is less than that of the proposed scheme.
However, the payment increases dramatically as more col-
lusion takes place, while this value keeps almost constant
in our scheme under all three settings. This is because the
payment to each winner remains unchanged with a high
probability as long as coalition’s weighted cardinality is no
larger than 2, i.e., a default value in our simulations. On the
other hand, as the basic scheme cannot resist collusion, its
causes significantly increased payment as more malicious
workers are present.

6.3 Payment

As mentioned, the collusion resistance property of our
scheme is achieved by causing extra payment (overpay-
ment) at the platform. Thus, in this part we evaluate the
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Fig. 4. Distribution of per unit weight bids of two different datasets.

overpayment and the effect of parameters, i.e., ¢t and p to
the platform’s payment to winners.

Fig. 5 examines the distribution of total payment of our
scheme and P,. Recall that P, is obtained via optimally
solving the original worker recruitment optimization prob-
lem without considering collusion resistance, truthfulness,
or individual rationality. The results of Fig. 5(a) and 5(b)
are derived from the Guru dataset, with its per unit weight
bid n distribution shown in Fig. 4(a). We find that our
scheme achieves the above-mentioned properties at the cost
of higher total payment. Specifically, as shown in Fig. 5(a),
90-percentile of the total payment is 5.5 x 10°, 8.1 x 10°, and
15.8x 10°, respectively, under the settings of (2,0.8), (4,0.8),
and (8,0.8), while P, is merely 1.1 x 10°. We further eval-
uate in Fig. 5(c) and 5(d) the same metric under a synthetic
worker bid dataset, with each element randomly generated
following a uniform distribution. Its corresponding per unit
weight bid distribution is plotted in Fig. 4(a). Apparently,
the bid distribution impacts the total payment, in terms of
both mean and variance. The average payment under Guru
dataset is higher than that under uniform bid distribution.
This is because our scheme applies a single-price scheme
based on random rounding in each type segment, resulting
in more winners under the Guru dataset. More specifically,
when | = 50, the corresponding r* - a falls within the
range [5,65] and the per unit weight bids under Guru
dataset mostly reside at the lower-end of the distribution.
Besides, the total payments under Guru dataset experience
less variance than that under uniform bid distribution. This
is because the Guru dataset generates a smaller value of
rH /rL and thus a smaller 6 to achieve the same p. Note that
the possible range of payment is reduced as 6 decreases.

Fig. 6 examines the frugality achieved by our scheme
under different thresholds ’s, the threshold determined by
the platform to guarantee service quality. As discussed in
Theorem 4, frugality quantify the extra payment caused by
our scheme compared with F,,;. We notice that frugality
decreases as [ grows. When [ surpasses 400, frugality drops
quickly approximating 1. It indicates that the platform
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barely over pays. On the other hand, a larger ! indicates
that more workers should be recruited for a given task.
Therefore, the corresponding total payment will be enlarged
too. Besides, when [; € [10,400], the frugality under Guru
dataset is larger than that under uniformly distributed bids
due to the same reason discussed above. Such a difference
becomes negligible as [ increases.

Fig. 7 shows the platform’s average payment of a ran-
domly selected task under different combinations of ¢ and p.
From Fig. 7(a), we observe that the platform’s total payment
increases as t grows. For example, when p 0.9, the
platform’s payment is 8.0 x 10® at ¢ = 4. This value becomes
1.2 x 10* at t = 8. The latter is about 1.5 times of the former.
The similar trend is observed for p = 0.7 and p = 0.8. It
implies that it costs the platform more, in order to defend
coalitions with larger weighted cardinality. We also notice
that, under the same ¢, a larger p costs the platform more,
as shown in Fig. 7(b). For example, when ¢ = 8, the total
payment is 5.9 x 103 with p = 0.7. It becomes 1.2 x 10*
with p = 0.9. The latter is about twice the former. Hence, it
costs the platform more in order to achieve a higher defense
success probability. The reason can be briefly summarized as
follows. For a specific F/; € &, in order to achieve a larger p;,
we are expecting a larger 6; according to (12). Thus, from the
definition of A%’ (+) in (10), a winner is very likely to receive
a higher payment h (r7 - a) for a given r7 - a. We have a
similar observation in Fig. 7(b).

Fig. 7 provides some insightful observations of out (¢, p)-
collusion resistant scheme. First, there is a tradeoff between
t and the platform’s total payment; to defend against coali-
tions of larger size, the platform has to pay more accord-
ingly. A similar relation pertains to p and the platform’s
total payment; to achieve a higher defense success rate, the
platform has to pay more too.
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Fig. 7. The platform’s average total payment under different settings.
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Fig. 8. Scheme performances under different settings.

6.4 Impact of parameters

In this part, we evaluate the impact of different parameters
to the performance of our scheme. Specifically, we concen-
trate on two of the most critical ones, § and a. A feasible
worker set E; € £ is randomly selected and examined with
the payment range for each winner and p;. The payment
range is simply the possible value range of h (r7 - a)
under different u and s. It provides another way to measure
the average payment at the platform. Generally, a larger
payment range leads to a larger average payment at the
platform.

Fig. 8(a) depicts the impact of §;, where we fix t; = 2
and a = 2. We observe that both the payment range and
the probability p; increases as 6; grows. For example, when
0; = 1.2, the payment range to each winner in E; is [50, 55],
while p; is about 0.5. These two values become [50, 62.5]
and 0.9, respectively, when ¢; = 2. It implies that in order
to construct a more robust collusion-resistant scheme, i.e.,
a higher p;, a larger 6; is desirable, which, however, will
result in a higher winner payment. On the other hand, a
smaller 6; can cost the platform less, but also renders the
system more vulnerable to collusions. Hence, a suitable

obability

&



; should be selected by balancing these two aspects. A
similar tradeoff exists for parameter a in Fig. 8(b), where
we set t; = 2 and 0; = 2. Recall that a should also meet
the requirement (3). When a = 3, the payment range for
each winner and the probability p; is [90,128] and 0.85,
respectively. They are decreased to [90,90] and 0.2 when
a = 45. We notice that a larger a leads to a lower payment
range to each winner and thus a lower total payment at the
platform, but also a lower collusion defense success rate;
oppositely, a smaller a achieves a higher defense success
rate, but a higher cost to the platform as well. The above
results tell that suitable values of §; and a should be selected
by balancing the aspects of the platform’s payment and the
scheme robustness.

7 RELATED WORK

Collusion resistance in crowdsourcing. Collusion resis-
tance has rarely been investigated in crowdsourcing. An
initial research is conducted by Ji and Chen [26] with
the focus on achieving group strategy-proofness, whereby a
member that benefits from the coalition strategy will not
payoff another member that suffers a loss [31]. Nonethe-
less, the scheme design for collusion resistance should fur-
ther take into account the scenarios that members from
the same coalition can exchange side-payment. Therefore,
group strategy-proofness aims to prevent a particular form
of collusions. Torshiz et. al [34] studied how to avoid worker
collusions in reporting falsified results without being de-
tected. Alternatively, we defend worker collusions during
their economic interactions with the platform, so as to pro-
tect the platform and other benign workers from economic
loss. Thus, we are working on a totally different problem.

Collusion resistance in spectrum auctions. Since col-
lusions also happen in spectrum auctions [13], [14], collu-
sion resistance is also investigated therein. Ji and Liu [41]
proposed a collusion-resistant dynamic pricing approach to
maximize the users’ utilities while combating their collusive
behaviors using the derived optimal reserve prices. [42], [43]
also fall into the same line of research. However, these works
are lack of formal proofs over their collusion resistance
property. Besides, they only tackle a specific subset of collu-
sions. Zhou et al. [44] then developed a general collusion-
resistant framework for dynamic spectrum auctions.

Collusion resistance in general auctions. Since Robin-
son [12] gave theoretical evidence that auctions are vul-
nerable to collusions, there only have been a handful of
works on collusion-resistant mechanism design [27], [28],
[29], [30]. Che and Kim [28], [29] considered weaker collud-
ers where members from the same coalition only have in-
complete information regarding strategies adopted by each
other. Nonetheless, in crowdsourcing, since all transactions
are made online, it is pretty easy for colluders to share
with their strategies offline without being detected. Penna
and Ventre [30] developed a collusion-resistant mechanism
assuming that the auctioneer has prior knowledge over
bidders” behaviors. The assumption is questionable in real
crowdsourcing systems where a large number of workers
are involved.

Among the existing works, the one that is closest to ours
is APM [27], which also resorts to the consensus estimate
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technique to derive a soft defense approach. Specifically,
consensus estimate is applied to the winner number; col-
lusions are discouraged for failing to change (the number
of) winners in an auction. However, APM only works
for generic auctions where bidders are homogeneous and
only differ in bids. Winner selection is straightforward, e.g.
picking the winners that offer top-I bids. In our problem,
workers are heterogeneous for associated with various rep-
utation. Winner selection further takes into account worker
reputation as the quality constraint. By simply applying
consensus estimate to the winner number may violate this
constraint. Besides, APM relies on selecting the optimum set
of winners, which is easy in generic auctions. Since worker
recruitment is modeled as a binary integer programming
problem, it is computationally intractable to derive its opti-
mum result. Thus, the key ingredient of APM does not exist
here. Alternatively, we novelly employ the consensus esti-
mate over winner payments, which avoids the limitations
of APM.

It is also worth mentioning some other related works on
collusions [36], [37], [38], [39], [40]. Notice that they focus
on theoretical understanding of collusion performances un-
der different auction settings, rather than collusion-resistant
mechanism design.

8 CONCLUSION

In this paper we develop a (¢, p)-collusion resistant scheme
for worker recruitment auctions in crowdsourcing. No coali-
tion of weighted cardinality ¢ can improve its group utility
by coordinating the bids at a probability p. In addition, some
desirable economic properties, including p-truthfulness and
p-individual rationality, are also guaranteed via our scheme.
Since the existence of these properties is in the trade of extra
cost at the platform, we also provide formal analysis over
the tradeoff. Simulation results demonstrate the effective-
ness of our scheme.
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